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ABSTRACT

Event-pattern rules are the foundation of Complexeri

Processing (CEP) applications. Yet, despite thepatential CEP
offers for agile business applications, its pradtielevance rises
and falls with the manageability within the orgaatianal frame-

work conditions of an enterprise. In this paperpsesent a novel
rule-management framework for the event-based sydtiC4

Decision. It caters to the needs of power usemelsas business
users: Power users model infrastructural rules dase visual

decision graphs and a dedicated expression langiBageness
users compose rule logic in a simplified web irgeef from ab-
stracted, configurable building blocks.

Categories and Subject Descriptors
C.2.4 [Computer-Communication Networkg:
Distributed Systems.

General Terms
Management, Design, Human Factors.

1. INTRODUCTION

Complex Event Processing (CEP) enables real-timeitoring of
business incidents and automated, event-driversidecmaking.
Event-pattern rules- which Luckham called “the foundation for
applications of CEP” [14] — may be considered assien logic
in the form*“if situation
ate response” . For example, in the online-gambling domain, an
exemplary rule could be defined as follows: “If aeu shows
suspicious betting behavior, then notify fraud depant”. In a
broader sense, rules express the business logidettify key
activities occurring in the business environmermtnfrcaptured
event data and the tactical actions to be takeasponse.

Despite this definition, we observed that in mangctical appli-
cations, event-pattern rules rather serve as pulfpose toolkits
to accomplish tasks at different granularitiesngeapplied for the
high-level business logic of an application, bwsoalor the lower-
level (pre-)processing logicequired for integrating this business
logic with underlying source systems. In particuldrese tasks
include (cf. [10][14]):
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occurs in the event stream, then gener-
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Filtering — reducing the overall set of events éopoocessed
by an event-processing agent to those events thatctual-

ly relevant for the given processing task, e.gnaeng er-

roneous or incomplete data (processing logic).

Transformation — conditional enrichment and/or dalégn
of events, e.g., setting an event attributdbased on the
value of another attribute (processing logic).

Aggregation — aggregating lower-level events tohhig
level complex eventbased on semantic, temporal and se-
quential conditions; e.g., create a complex “Beatigfied”
event from a sequence of related “Bet Placed”, t&po
Event Ended”, and “Bet Won" events (processingdipgi
Situation detection — triggering actions in the rseusys-
tems in response to the occurrence of defined esitum-
tions, e.g., blocking an account in response toduéent
betting behavior (business logic).

Depending on their particular function within aneetbased

system, event-pattern rules are associated witferdift user
groups in an enterprise, each having specific skiksponsibili-
ties and competences. Existing approachersul® management
for event-based applications — i.e., the overall cfetools and
workflows provided for the creation, applicationdaadministra-
tion of event-pattern rules — tend to disregardabeve-described

diversity of event-pattern rules, though. This eets in rule-
management systems offering the level of contrdl expressive-
ness to cater to the needs of modeling sophisticatecessing
logic, but neglecting the needs of business ugarsimple man-
agement and control over the business logic. Asrsequence,
business users are either required to have extensiehnical
skills or rely on technical experts from the IT ddgment to im-
plement changes in the business logic (Figure 1a).
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Figure 1. Comparison of rule-management workflowsn
existing systems (a) anthe proposed approach (b’



In this paper, we present a novel approach towande
management for the Complex Event Processing sysiév
Decision' We propose a framework of tools and workflows fc
modeling processing logic and business logic based unified
rule-evaluation model. Yet, comparing to other &xg
approaches the degree of control and complexiagjssted to the
needs and skills of the different user groups ineaterprise:
Developers and technically-skilled domain expertslet rules by
means of visual decision graphs and a specific esgion
language yielding highest expressiveness. Busumess combine
and deploy rules from predefined building blocks afsiness
logic in a simplified, wizard-based interface. Tesulting change
in the rule management workflow is depicted in Féglib.

We claim that such an approach eases the admtiostref busi-
ness rules, facilitates authorization and secwritytrol for busi-
ness critical rules and reduces the number of ®rassociated
with rule modeling.

1.1 Conceptual Foundations

As a conceptual foundation for our approach to niésmagement,
we propose a differentiation of event-pattern ridgshe general
function of a rule, into

a. infrastructural rules and
b. Sense-and-Respond (S&R) rules

Both kinds of rules are equivalent regarding theisic semantics:
In both cases, actions are triggered in respongettections of an
event pattern in underlying streams of events. Tditfgr, howev-
er, in the way they are created, applied and adtnaied in the
proposed rule-management framewdfigure 2 shows the roles
of infrastructural and S&R rules in an event-baapglication.

Infrastructural rules, on the one hand, include all rules that serve

as an input for other parts of an event-based egipn, but not
respond back to underlying source systems by tHeaseAlong
with an event-type model, an event-service orchgstr and
possible mechanisms for aggregating event datagdhection of
infrastructural rules of an event-based system thayefore be
considered thevent-based infrastructurfor creating an event-
based, near real-time abstraction of the sourcemgs All rele-
vant real-world incidents and state changes aredleessible at a
proper level of granularity, via accordingly prepessed events
and/or aggregated event data.

Being part of a so-defined integration layer betweke real-
world business environment and the actual decisimaking,
infrastructural rules are critical to the overalin€tioning and
performance of an event-based application, and mpstate in
full accordance with the other elements of an ebased infra-
structure. In the proposed model, we thus provateirffrastruc-
tural rules to be managed by technically-versedgrawgers of a
CEP framework: These so-callegstem operatorsnodel infra-
structural rules in a single, comprehensive modsl $o-called
rule definitiond and directly apply them at the respective rule-
execution units in an event-based application. Pheposed
workflow especially focuses orefficiency transparency and

immediacyand strives to minimize administrative overhead as

would arise from a more abstracted approach.

1 http://www.uc4.com/products/uc4-automation-platfarodidecision.html
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Figure 2. Infrastructural vs. Sense-and-Respond ries.

Sense-and-Respond (S&R) rulesn the other hand, include all
rules that do not again serve as an input for opfsts of an
event-based application, but directly or indirectigpond back to
the source system. Setting up on an up-and-runenvegt-based
infrastructure (including thénfrastructural rulesof an applica-
tion), S&R rules therefore cover the actual decismaking for
supervising and steering an underlying businessramment:
S&R rules continuously monitor the given event-lobabstraction
for relevant business situations, and, in respdossuch situa-
tions, trigger respective actions in the sourcéesys.

Eventually feeding back to underlying source systemppro-

priately-defined S&R rules are critical to the @aftr operation of
an observed business environment. However, creatidgapply-

ing such rules “from scratch” would not only reguthe domain-
specific expertise of customer-side representativeswould also
force these users to get acquainted with the diverschanisms
for creating and applying such rule logic as padroevent-based
application. We therefore propose a two-step workffor man-

aging S&R rules:

In the first step, we allow for technically adepidawell-trained
domain experts — so-calledle managers- to define a catalog of
configurable, easy-to-use “building blocks” of aencapsulated
pattern-detection logicpéttern definitiony and b.), encapsulated
reaction logic ction definition}. These buildings blocks strictly
abstract from underlying complexity; i.e., from and-user point
of view, the prepared catalog of event-processhgirlappears as
a collection of relevant business situations (¢guspicious user
behavior”) and possible actions (e.g., “send anileimahe fraud-
prevention department”).

In the second step, appropriately-configured bogdiblocks are
then assembled to concrete S&R rules in the fofevent situa-
tion, then action(s)"depending on the actual controlling require-
ments of the underlying business environment. Tieaton and
maintenance of the concrete steering logic stdunes domain-
specific, detailed knowledge of the source systhowever, it
fully abstracts from the event-based foundationaroépplication.
Also, due to S&R rules’ “read-only” access to thederlying
event stream of real-world incidents, they may théeal, changed
and removed without having users to consider atlg-sffects to
other parts of the application. The process ofaimtsating con-
crete S&R logic from prepared building blocks igfpemed so-
called business operatorsvhich will usually be domain experts
with little or no technical expertise.



Covering both processing logic and business lothie, overall
process of creating a full-fledged, up-and-runnigent-based
application can now be summarized as follows:

System operatorgstablish anevent-based infrastructure
including all infrastructural rules of an applicati

Rule managersreate a catalog of “building blocks” of en-
capsulated pattern-detection logic and reactioitlog
Business operatorassemble these building blocks to con-
crete Sense-and-Respond rules.

The remainder of this paper is structured as fdalolw Section 2,
we present related work. Section 3 gives a sharbduoiction to

the event-processing facilities of UC4 Decision ickhserves as
the basis for our approach. Section 4 and Sectialiséuss the
proposed approaches to infrastructural rule manegenand
sense-and-respond rule management in greater.d8taition 6
discusses the implementation of our framework Witb4 Deci-

sion. Section 7 concludes this paper and provideisoat discus-
sion of the experiences we made with the presdraetework.

2. RELATED WORK

Since introduced to a wider community by David Liei and
his seminal work on “The Power of Events” [14], Gadex Event
Processing has inspired numerous projects of betieanic (e.g.
[1][3][71[17][21]) and commercial nature (cf. [11Bs well as in
the Open Source community [9].

Albeit more and more end users are concerned Wélsétup and
maintenance of event-based applications in theity daork,

discussions on CEP have long focused on operatifmadlires
such as expressiveness and performance (cf. [&8}),there is
little work on rule management in event-based systd.uckham
[15] lists rule management as one of the challefgefuiture CEP
systems. GRUVe [22] is a four-phase methodologynfanaging
complex event patterns throughout their lifecydte primarily

builds upon the reuse of existing event patterrisichvis sup-
ported by a semantic event-pattern model. We awgiige the

authors that reuse is of paramount importance fiicient rule

management. However, we believe that one commorkflioar

for both business and power users will in many £dsad to
restrictions for at least one group of users.

While little work addresses the broader issue t# management,
there is an active discussion on how to make CHesadble to
business users. Etzion and Niblett [10] see theldpment from

programming-centred to semi-technical developmealstas one
of the emerging directions in event processing. Mdigaand

Schulte [5] identify the ability to “enable busisessers to tailor
systems to their needs” as a major criterion ferrélevance of an
event-based system, arguing that a one-size-fitspacification

of events and responses doesn’'t work. Mismatcheselee the

complexity of event-processing logic and the abiitof potential

adopters have already inspired the definition ofmdim-specific

reference models [4] and an approach to automatecarameter
prediction and correction [23]. We support businessrs with a
tailored workflow, where fully-abstracted, configite building

blocks are assembled to rule instances. An altemaless ab-
stracted workflow is provided for power users.

The presented separation of event-pattern rulesinfitastructural
rules and Sense-and-Respond rules eventually sesuld two-
layered architecture for event-processing appbeati Layered

application models have a long history in CEP. lhatk [14] and
Paschke and Vincent [16] discuss layered models efgnt-
processing networks (EPNs). MavEStream [6] is &reg archi-
tecture that allows integrating continuous quergcpssing and
CEP. Kellner and Fiege [13] present the separaifowo view-
points in a CEP application, which facilities a im@ss-oriented,
top-down approach based on Key Performance IndgkPls).
The authors claim that with their approach “changesituations
to be detected can be handled without affectingdérévation of
values for KPIs that are more stable”. Similarlyr @pproach
allows changing high-level business logic decougdtesn low-
level processing rules. Eckert and Bry [8] preséBhangé®, a
high-level event-processing language different@iwent-pattern
rules based on their function within a CEP appigcainto deduc-
tive rules and reactive rules. With slightly difet syntaxes, the
separation intends to make an application morer.c®imilarly,
we separate rules into infrastructural and S&Rsuket, in con-
trast to the described approaches, we explicitiyociate the
layers with different workflows and user groups.isTrovides
not only a clear application structure, but alsatdes to tailor
workflows and user interfaces to the according ggeups and
achieve a clear separation of concerns.

In the field of business rules, rule managemefurig recognized
as an important component for practical deploymeBtssiness
Rule Management Systems (BRMSs) complement busindss
engines with rule repositories and rule authoringld. Most
BRMSs aim to provide a rule syntax that is closeatural lan-
guage. Domain-specific languages (DSLs) are annsiie to
general-purpose rule languages that can be defin@dwer users
based on the requirements of a given business oefia our
best knowledge, there is no event-processing laggg(BPL) in
the CEP space that claims to converge to naturguiage. We
believe that this is because of the increased cexitplof event-
pattern rules in comparison to business ruRagde templates are
partially defined rules with placeholders to be glaped by busi-
ness users. Allowing business users to instargidtigrarily com-
plex rule logic, rule templates are particularlyitable for CEP,
and have, for instance, been used with AMIT [&]our approach,
we extend the concept of rule templates and praeidplates not
only for complete rules, but also for decouplediltting blocks”
of rule logic. Such building blocks can then insiaed and as-
sembled to concrete rules by business users.

3. ARCHITECTURAL BACKGROUND

UC4 Decision is a commercial CEP platform that &sdd on
Sense-and-Respond Infrastruct®ARI) as originally proposed
by Schiefer et al. [20] at DEBS’07. In the followinwe give an
overview to the general architecture and core epemtessing
facilities of UC4 Decision; our approach to useeoted rule
management as presented in Section 4 and 5 gbapisr will set
up on these concepts and extends them towards eenitity for
the different user groups within an enterprise. Fare detailed
discussions on UC4 Decision/SARI, its rule languyaige ap-
proach to distributed event processing and dateagement, the
interested reader may refer to related work [19]p3.

The central concept of any UC4 Decision applicat®otheevent-
processing mapa user-defined orchestration e¥ent adaptors

andevent serviceas sketched in Figure 3. Event adaptors may be

considered the actual interface to underlying seusgstems:
Depending on their implementation, event adaptansstate real-



Figure 3. Sense-and-Respond Infrastructure.

Figure 4. Decision graph meta-model.

world actions (such as a usattually placing a bet in an online
gambling platform) into event representations oftaie event
types and vice versa. As shown for an exemplary “Frédmn-
ing” event in Figure 3, events may further chamdezéesignified
real-world incidents through collections efvent attributesas
defined in their event typeEvent serviceseceive events from
event adaptors or other event services, procesn thesed on
implementation-specific logic and respond back he tevent
processing map. Event services therewith coveretitee event
processing of a Decision application; an eventisereould, for
instance, pick from a stream of events those tfeatelevant in a
certain context, publish events to a repositoryldter analysis, or
serve as a huliRule servicesire special event services that allow
evaluating sets afecision graph®n incoming event streams.

Decision graphs form the foundation of any pattéetection in
UC4 Decision and will serve as a technical basisbfuth infra-
structural rulesand S&R rulesas discussed in the remainder of
this paper. A decision graph may be consideredextdid, acyclic
graph of easy-to-understand pieces of rule logan-ealledrule
components- such as “the occurrence of an event of fypeith
certain attribute values” or “the generation ofeaponse event of
type ". Predecessors in the decision graph are theridenes as
preconditions in the evaluation process: To aatiatule compo-
nent, an event stream must conform to (at least) \atid path
through the decision graph.

Figure 4 shows the meta-model for decision grapepending on
its implementation, each rule component has a cade of input
ports andoutput ports While former allow generally activating a
rule component, latter represent possible resdlthe encapsu-
lated logic. A precondition relationship associagesoutput port
of a rule component with an input port of another rule compo-
nent . In case of multiple predecessors, a binaygut-port
operatordefines whether all, at least one, or exactly mreeondi-
tion must be fulfilled in order to activate an inort.

Figure 5. Exemplary decision graph.

Rule components may encapsulate a wide range oht-eve
processing logic and make decision graphs a powanfil extens-
ible toolkit for detecting event situations. Rulengponents may
generally be separated inwondition componentsand action
componentsrespectively. Condition components allow modeling
the certain characteristics of an event situatipe\aluating user-
defined expressions on the incoming event streasnaativating
their output ports depending on the result of thatluation Event
conditions for instance, evaluate a Boolean expression ch ea
occurrence of a user-defined event type; outpuspme available
for “true” and “false”. Action components typicalserve as the
end nodes of a decision graph and encapsulatéaedagic to be
executed whenever an event stream conforms tocimpanent’s
preconditions.Response-event actignfr instance, encapsulate
the generation of a certain kind of response ewghich is then
published to the event processing map.

Figure 5 shows the renderfngf a simple decision graph from the
fraud-detection domain, assembled from two eventitmns and
a response-event action. In the example, high-dbake (with a
bet amount greater than 100$) are transformed “Btspicious
Bet Placed” events whenever an external warningeiseved
from at least one of two global early-warning sysse Via its
event attributes, the response event holds theecoed account
and bet IDs as well as warning message. Note thaelation
information — e.g., that all events must belonghi® same sports
event — is defined in a separate model; these lfedazorrelation
sets[19] are referred by the decision-graph model. &wressing
elements of the underlying event stream and peifayroalcula-
tions on these data, rule components use a tailexgdession
language, so-calleBA Expression$18]: In the above example,
EA Expressions are used both for formulating a d¢@rdon the
triggering “Bet Placed” event in the initial “Higbtakes bet”
component and for addressing event attributes @frexeding
“Suspicious Bet Placed” event in the response-eaetion.

2 Decision-graph renderings as shown in this papee eeen optimized
for readability.



Business entitiesventually allow aggregating the state of durable
entities in application-wide, typed data structur@sbusiness-
entity instance can be retrieved via a (possibiypmosite) key and
updated and queried via an interface. UC4 Decisiomently
supports three basic kinds of business entiSesresare numeric
values that are typically used as count&ase entitiesand sets
allow establishing virtual representations of cepanding real-
world structures. While base entities group coitewd of
attributes, sets offer methods for adding and rengpitems and
can then be queried for metrics such as the ava@garn time.

4. INFRASTRUCTURAL RULES

In Section 1, we have introduced the notionirdfastructural
rules for all rules that prepare data for other partsfapplica-
tion, but do not by themselves respond back touheéerlying
source system. In the following, we present our@agh toinfra-
structural rule managemerdnd its realization as part of UC4
Decision’s event-processing architecture. It isebasn the idea of
letting power users of an event-processing framkwoso-called
system operators define infrastructural event-processing logic in
a single, comprehensive model and directly placd emact this
logic at respective parts of an event-based apjgita

We identified the following requirements for an epgch to
infrastructural rule management:

Expressiveness:Rule-based event processing has proved
useful for a wide range of infrastructural issuasluding fil-
tering, event enrichment, the creation of compasitents and
the maintenance dfusiness entitiesnfrastructural rules must
be expressive enough to accomplish these taskestablish

an appropriate abstraction of underlying sourcéesys.
Efficiency of use:Infrastructural rules are created and applied
by power users of a CEP framework. To facilitaie dfficient
creation of an event-based infrastructure, a fraonkvshall
therefore make infrastructural rule managemerinasediate,
clear andtransparentas possible, and focus on these aspects
in preference to however-defined abstractions fromerly-
ing complexity. Infrastructural rule management listar-
thermore minimize any overhead that may arise faoimini-
strating rules and their assignment to rule sesvice

Full and system-wide acces®eing part of the event-based
infrastructure of an application, adding, changingemoving
infrastructural rules is likely to affect calculatis in other
parts of the application. A framework shall therefprovide
full and comprehensive access to an applicatioablemy us-
ers to efficiently investigate and handle posstidie effects.

In the presented framework, system operators minfteltructur-
al event-processing logic as application-widée definitions in

parallel and fully integrated with the other eletseof an applica-
tion’s event-based infrastructure. Rule definitionay be consi-
dered as self-contained, fully-functional pieces rafe logic:

Encapsulating event-processing logic of the forhpéttern, then
action(s)” in an integrated model that is interabd¢ to UC4
Decision, rule definitions can directly and withdutther instan-
tiation steps be applied to incoming event stredfos.its enact-
ment as part of a Decision application, system atpes eventual-
ly assign a rule definition to one or mande servicesacross the
event-processing map of an application. During tiame, each
rule service then evaluates an independent instafceéhe

represented event-processing logic.

Figure 6. Rule definition meta-model.

UC4 Decision supports the described workflow thtowgcom-
prehensive, power-user-oriented IDE for event-baggadications;

in UC4 Decision Modeling Studisystem operators are provided
with tools to create and administrate event-prangssap, rule
definitions, event types and business entities.

Figure 6 shows the meta-model for rule definitioifie key
element of any rule definition israactive decision graph.e., a
decision graph that is assembled from condition pmmments and
one or moreaction componentdJC4 Decision currently features
four types of action component®esponse-event components
generate a response event based on a user-defispahse-event
template. The response-event template is defineghbgvent type

, and, for each event attribute , an expression on the
underlying event stream returning a value of typBase entity-,
score- and set-action componentallow updating the different
kinds of business entities in an application. lhcalses, a rule
component is defined by a business-entity type, fordeach key
property of that type, an expression on the undeglyevent
stream. On the identified business-entity instarice,rule com-
ponent then invokes a user-defined update functioryle com-
ponent could, for instance, increment or resebaesc

A so-defined rule definition clearly implies a tighoupling of
pattern-detection logic and response logic, préngnisers from
reusing rule logic in other contexts. Note, howeubat infra-
structural rules typically encompasses highly dpetigic that is
required exactly once in a system and makes samge‘as is”.
Decoupling the pattern-detection part and the i@aqtart of an
infrastructural rule would therefore cause consikr effort not
only for the actual decoupling, but also for thenastration of
the so-created sub-entities, for little or no gaiso, using a
single decision graph provides a comprehensive viava rule;
this simplifies the creation of complex rule logied bug-fixing.

5. SENSE-AND-RESPOND RULES

In Section 1, we have introduced the notiorsehse-and-Respond
(S&R) rulesfor all rules that do not prepare data for othetp of
an application but directly or indirectly responath to the source
system. In the following, we discuss our propospgreach to
S&R rule managemenit is based on the idea of ale manag-
ers preparing building blocks of pattern detection aedction
logic, and b.),business operatorassembling these building
blocks to concrete rules of the form “if pattetmen action(s)”.

From the idea of easy to use building blocks, wevdd the
following requirements for an approach to S&R mulanagement:



Decouplingof pattern-detection and reaction logic.

Reusability of building blocks across different use cases, i.e
configurability.

Ease of usePerformed by business users with limited technic-
al expertise, the administration of S&R rules shalas simple
and fail-safe as possihleand fully abstract from the event-
based foundations of decision making. Users stegther have

to care about the implementation of building blooks about
the execution of concrete S&R rules as part ofgplieation.

Hot deployment:Given a running event-based infrastructure
and a set of predefined building blocks, businegsrators
shall be able to work autonomously, generally irehgfent
from other users or any kinds of temporal restitsi As a
consequence, an approach to S&R rule managemdhtsspa
port “hot deployment” of rules, i.e., to enact, sba and re-
move rules without having to stop the entire system

Security: A rule-management framework shall enable rule
managers to clearly define the competences ofengiusiness
operator, i.e., to define which building blocks asailable to
him or her for creating concrete S&R rules.

In the following, we discuss the key elements of approach to
S&R rule managemenRattern definitionsandaction definitions
implement the concept of prepared building blockspattern
detection and reaction logi&kule instancesepresent concrete
S&R rules assembled from these building blodRsle spaces
group related building blocks and serve as a Hastis for map-
ping S&R rule logic to rule services and user rigmanagement.

5.1 Pattern Definitions

Encapsulating pattern-detection logic of a fornt tten be inter-
preted by UC4 Decision, pattern definitions repnesiae first
category of easy-to-use “building blocks” in theoposed ap-
proach to S&R rule management. Together with tbeimterpart
for reaction logic — so-calledction definitions— pattern defini-
tions form the base elements of any concrete S&R Any rule
is, eventually, based on the instantiation of aepatdefinition;
when an event situation matches the pattern, thecaed reac-
tion logic is triggered. In the proposed workflolgth kinds of
building blocks are created by technically-versedndin experts
— so-calledrule managers— based on the general monitoring
requirements of an enterprise. As with system dpesarule
managers use thdodeling Studidor editing a Decision applica-
tion; yet, in contrast to the former, rule managars granted
access to pattern and action definitions only.

Figure 7 and Table 1 show the meta-model for paitefinitions
along with a concrete example. A pattern definition
is defined by a collection afiput parameters
a collection ofoutput parameters , apassive decision graph
and atextual representation. A decision graph is said to be
passive if it does not contain any action compoterttis assem-
bled from condition components and so-calieghalsonly.

Input parametersallow configuring the pattern-detection logic of
a pattern definition based on the specific use aasehich it is
used, without having to change and understand ribapsulated
low-level pattern-detection logic. Within the deois graph of a
pattern definition, input parameters may be usetypsd place-
holders in the various expressions of the used cateponents;
given an integer-typed parameter “Threshold”, adition on
“Bet Placed” events could be defined as follows:

Figure 7. Pattern definition meta-model.

Table 1.Pattern definition example.

Input ID Type Validation

Parameters | Amount Integer

Decision

Graph

Textual (if) suspicious short-term transaction occurs wigt

Representatio | amount >Amoun

Output ID Type Expression (at S1)

Parameters [ account ID Integer  Cashin.AccountiD
Sports Type String BetWon.SportsType

BetPlaced.Amount > $Threshold

An input parameter is defined by an identifi-

er , a data type and an optional validator Lf

specified, a validator allows further restrictingetset of possible

input-parameter values for ; given an input-parameter value
, must hold.

Output parametersin almost any use case, the action part of an
event-pattern rule demands access to selectedctbiastics of
the triggering event situation. The extraction wéts data requires,
however, detailed knowledge of the matched evequesece.
Pattern definitions provide for an abstraction bé ttriggering
event situation through the use of output pararaetehich enable
rule managers to specify those aspects of a tilyg@&vent situa-
tion that are supposed to be relevant when usiag#ttern defi-
nition in concrete S&R rules. To integrate the@ctpart with the
pattern part of a rule, business operators may thsort to a plain
list of typed data fields. In the proposed modelpatput parame-
ter ! is defined by an identifier and a data type the
actual value of an output parameter is calculatethe various
signalsof the pattern definition's decision graph.

Signals.The actual event-processing logic of a patternnitedn
is defined as a decision graph, which allows evaigainstan-
tiated pattern-detection logic on common rule smwi The deci-
sion graph of a pattern definition is thereby reedito bepassive
which means that is must not contain any action pments;
instead, the specific actions to be taken in respare specified
on the level of S&R rules, byusiness operatorsA decision
graph still requires, however, a dedicated clagslefcomponents
to signify the detection of a matching event sitratSignalsare
special action components that abstract from céecreaction
logic and simply notify the detection of an eveituaion to



Figure 8. Action definition meta-model.

Table 2. Action definition example.

Input ID Type Validation
Parameters Text String -

Priority Integer 1 12
Textual (then) send alarm with texText and priority|

Representation | Priority to fraud department

Response-Event | Response-Event Type:

Template com.example.common.Email
Event Attribute S
1D Type
To String “fraud@example.com”
Subject String “Alarm! Alarm!”
Text String “Alarm: " + $text
Priority Integer $priority

arbitrary signal listeners. A sign#l $osr IS defined by an

identifier and a collection obutput-parameter expressiofig,s:

for all output parameters in . When a signal is activated, these
expressions are evaluated and concrete output-péeamalues
are calculated. By definition, the decision grapla pattern defi-
nition must contain at least one signal.

Textual representation.Pattern definitions (as well as action
definitions) are eventually provided to businesgrafors in the
form of a natural-language, textural representatiofithe encap-
sulated event-processing logic, with placeholdens &l input
parameters. To facilitate a high-level, businessrted approach
to rule creation, the textual representation ofattgon definition
would typically describe the real-world businestuaion that
originally caused a matching event situation rathan the exact
event sequence by itself; for instance, given adrpattern, one
would speak of a “fraud attempt in leaguerather than a specific
sequence of “Cash In”, “Bet Placed” and “Cash Cauénts. In
Table 1 and 2, input parameters are shown in itafit

5.2 Action Definitions

Action definitions encapsulate pieces of reactiogid and form
the counterparts to above-describgdttern definitionson the

level of easy-to-use building blocks of busineggidoln the pre-
sented rule-management framework, an action dgfimimay

thereby be considered as a blueprint for congestponse events
at run time, such response event then triggergépécted real-
world action in a downstream event service or thee system.
For instance, an action “Email to fraud departmetild encap-
sulate the generation of an event of type “Emailith the event
attribute “Receiver” set to “fraud@example.com”.

Figure 8 and Table 2 show the meta-model for adiiefinitions
along with a concrete example. An action definition  (

is defined by a collection ofiput parameters , aresponse-
event templaté and atextual representation. As with pattern
definitions, input parameters allow configuring teecapsulated
event-processing logic depending on the specifitexd in which
it is used. Within an action definition, an inpuarameter may
now be used as a typed placeholder in the diversetattribute
expressions of the response-event template; theretenattribute
values of a response event then depend on the-jr@pateter
values as eventually specified in an S&R rule. fidgponse-event
template ( $ )efines the general structure of an action
definition's event representation. It is definedayevent type
and a collection ofevent-attribute expressiors for all event
attributes in . The textual representatiorof an action definition
would typically describe its ultimate result (asvibuld be visible
to business operators) rather than its immediatinical implica-
tions; for instance, an action definition that tesin an event of
type “Email” would be described as "sending an ¢mai

5.3 Rule Instances

In the final step of the proposed workflow, pattdefinitions and
action definitions are eventually presentedtsiness operators,
which assemble these blocks to concrete event-gsouglogic of

the form “if patterns, then action(s)”. With botmés of building

blocks abstracting from underlying complexity thgbu high-

level, textual representations of the encapsuleteht-processing
logic, the process of assembling a S&R rule canethebe pre-
sented to users as assembling a natural-languagense of the
form "if real-world situation, then real-world aeti(s)”, from

prepared clauses. Input parameters are seamlesstyrated into
the textual representations and can successivelseflaced by
concrete values during the instantiation process.

For the creation and administration of S&R rule§4UDecision
provides business operators with an easy-to-usearddbased
web interface — the so-called/eb Control CenterFigure 10
shows a screenshot from the Web Control Centensralerule-
creation wizard: After choosing a pattern definitim the pre-
vious step of the wizard, the user may add actafimitions to the
rule instance by dragging the respective buildifacks from a
selection panel to the rule structure. Input patarseare rendered
as links; on clicking a link, a popup dialog allowstting a con-
stant value or an EA Expression in a type-safeedit

Figure 9 shows the meta-model for rule instancesild instance
( *$ , ,- isdefined by a pattern definition a collection of
input parameter expressiofis for all input parameters of and a
collection of bindings, . Bindings are auxiliary constructs that
associate the pattern definition with one or mocgoa defini-
tions; a binding $ [/ , isdefined by an action defini-
tion , a collection of input-parameter expressiéngor all input
parameters of and a collection ofonditions/0

Figure 9. Rule instance meta-model.



Figure 10. Creating Sense-and-Respond rules usityC4 Decision Web Control Center

Input parameter expressionslefine concrete values for the di-
verse input parameters of the rule's pattern dafiniand its ac-
tion definitions, respectively. In case of actioefiditions, input
parameter expressions may calculate such value fin@noutput
parameters of the pattern definition. This enablesiness opera-
tors to adapt reaction logic dynamically based toa triggering
event-situation instance. Pattern-definition inpatameter ex-
pressions, by contrast, are necessarily constant.

Conditionsprovide a simple mechanism for business operators
further specify pattern-detection logic based andharacteristics
of a triggering event situation, in a way that absts from the
event-based foundations of decision making. A ciordi may
basically be considered is a Boolean expressioalving one or
more output parameters of the pattern definitiohjctv is eva-
luated whenever the pattern is detected. Onlyl Eaiditions of a
binding evaluate to true, the associated acticexecuted. In the
Web Control Center, meaningful conditions are geteet based
on the output parameters of the chosen patternitefi and can
be added by “drag and drop” similar to action dé&fins.

It is essential to note that rule instances aralirettly mapped to
rule services; by contrast, such association abéishedmplicitly
—in a way that is transparent to business operatdhrough the
concept ofule spacess discussed in the next section.

5.4 Rule Spaces

Rules spaces group the pattern definitions anaractefinitions
of a Decision application (both, in many-to-manjatienships)
based on the organizational tasks to which theprglfor in-
stance, a rule space “Fraud Detection” could cantwent-
processing logic for detecting different kinds edudulent user
behavior, notifying the fraud department, and bioglan account
automatically. In this way structuring the over&8&R event-
processing logic of an application, rule spacey plarucial role
for both the creation of S&R rules through businggerators and
the integration of S&R rules with the event-bas#dastructure of
an application, in a way that is transparent fat esers.

Creating S&R rules: In the proposed architecture, rule space
form the basic workspaces for business operat@sh &R rule
is createdwithin a rule space, from the business-level buildin
blocks of that rule space. With rule spaces grampavent-
processing logic that makes sense concerning aicastganiza-

tional task, business operators are thereby corgdowith task-
relevant building blocks only, which facilitatesqaick, secure
and fail-safe rule creation process. Rule spacesteslly serve as
the primary unit for user rights management as ttey be as-
signed to business operators depending on thedifepskills and

functions within a company.

Executing S&R rules: Each rule space is assigned to a collection
of rule services which are then said to “host” the given rule
space. During run time, all S&R rules that are weavithin a
rule space are implicitly assigned to all hostinkp rservices; i.e.,
whenever a business operator creates a rule,uleissr automati-
cally and transparently applied in appropriate paftan underly-
ing event-processing map. Accordingly, while theation of a
rule space and the grouping of building blockspsta rule man-
agers, the assignment of rule spaces to apprdgriedafigured
rule services lies in the responsibility of systeperators. Both
tasks are performed using thedeling Studio

In accordance with the overall role of S&R rulessastched in
Figure 2 — setting up on an event-based abstraofiamderlying
source systems — a rule space may now be considsredtting
up on an event-based abstraction of a certain t&spé a busi-
ness environment. Which parts of a source systenalcbelong
to such aspect is defined by system operatorsugirethe specific
event-processing logic that precedes the concemrledservice(s)
in the application's event-processing maps. Fidurdllustrates
the described role of rule spaces in UC4 Decision.

Figure 11. Rule spaces in a Decision application.



Figure 12. Rule space meta-model.

Figure 12 shows the meta-model for rules spacesidBg asso-
ciating pattern and action definitions, rule inses rule services
and authorized user accounts, rule spaces proddigianal me-
chanisms for guiding the work of business operathreugh
collections otemplatesandprepared bindings

Templatesare structurally equivalent to rule instances, &y,
may leave open input-parameter expressions for thathpattern
and all action definitions. To create a rule fronemplate, a user
simply defines the still missing input-parameteprmssions, if
any. Rule managers will typically provide templatesrule logic
that is required frequently, with equal or simic@nfiguration.

Prepared bindingsenable rule managers to prepare associations

between pattern and action definitions which aresm®ered as
meaningful and/or commonly requested in practicsg cases.
When creating a rule based on a pattern definitioall prepared

Figure 13. Implementation architecture.

On the front-end layer, tailored interfaces arevjoted to the
different user groups of an applicatiddC4 Decision Modeling
Studiois a .NET-based desktop application that provideser
users with sophisticated facilities for creatinglanodeling Deci-
sion applications. Providing editors for rule-, teat- and action
definitions as well as rule spaces, the Modelingdft is used by
system operators as well as rule managers; whilmdo are
granted full access to an application, latter anth@rized for
creating and updating pattern- and action defingionly. Rule
instances are eventually administrated via an &asyge, wizard-

bindings for ~are suggested to the business operator as beingyaseqweb Control Centeas shown in Figure 10. While building

particularly suited in response to the given egtiation; wheth-
er or not "non-prepared” action definitions are italde depends
on the specific authorizations of a business operat

6. IMPLEMENTATION ARCHITECTURE

Over the past months, the presented approach tetisated rule
management has been implemented as an extensis@4deci-
sion’s existing event processing and rule authegiziacilities.
Figure 13 sketches the implementation architeclun® a high-
level perspective. On the data layer of the archite, XML-
basedapplication descriptiongefine the static structure of the
various Decision applications in an installatiooncaang others,
such definitions include an application’s eventgassing map,
rule-, pattern- and action definitions, as wellisrule spaces.
Each application description eventually refers toaaplication
database containing all data required during the executéran
application. Apart from active and historic eventlecorrelation
data, these include the present set of rule ins&anc

On the back-end layer, a collectionexfecutor nodess responsi-
ble for actually carrying out the event processma distributed
execution environment. Infrastructural rules ateeeed from the
application description during the deployment of application.
To supporthot deploymenbf business logic, rule instances are
retrieved from the application database at regtitae intervals.
For this purpose, each executor hosts a dedicatledinstance
monitor, which distributes updates to an application’'® rsgrvic-
es depending on the concerned rule spaces. Ndtddta infra-
structural rules and S&R rules are, essentiallgetaondecision
graphs which allows using one and the same evaluatiochiare
ism. While the separation between pattern deteciwh reaction
logic in S&R rules requires some special handlithis has no
relevant impact on overall event-processing peréorce.

blocks are retrieved from the application desaviptithe interface
does not provide any access to the event-basetbinicture of an
application, which allows it to remain simple anocdsed on
high-level decision-making. The Web Control Centers been
implemented as an AJAX-based browser applicatiomgus
Google Web Toolkit (GWT).

7. CONCLUSION

Event-pattern rules of the form “if pattern, thectian(s)” are a
key element of Complex Event Processing (CEP) eaitins and
showed to be useful for tasks across different epnual layers of
a systems: On the level of low-le(glre-)processing and integra-
tion logic, rules could be used to continuously filter, tfans
and aggregate events as emerging from the soustensyOn the
level of high-levebusiness logicrules allow detecting exception-
al business situations and triggering counterastionnear real
time. We experienced that depending on their paeicfunction
in an application, rules are typically associatéthwlifferent user
groups within a company, each having its speckHitlss compe-
tences and responsibilities. We thus claim that gbtential of
CEP for building agile business applications cary dre un-
leashed if platforms become manageable and usaiténvthe
organizational framework conditions of an entemaris

In this paper, we presented a novel rule-managefmamework

for CEP applications that caters to the needs dfirtieal-versed
power users as well as business users. Technipartexmodel
event-pattern rules in parallel and fully integchteith the others
elements of an event-processing application. Bssinesers as-
semble business logic from prepared, easy-to-usditoy blocks

via a simplified, wizard-based web interface in arkflow that

fully abstracts from underlying complexity.



Since implemented as part of UC4 Decision, the eriesl
framework has successfully been set up at custofrarsdiffer-
ent business domains. Experience from these psonifirmed
that a separation intmfrastructural and Sense-and-Respomdle

managements particularly useful when the high-level busmes

logic of an application shall be administrated Iyl eisers with
restricted technical skills, and/or changes fretjyeriere, signif-
icant efficiency enhancements could be achievedbfah the
customers’ IT departments — which may now focusraintain-
ing the low-level processing logic of an applicatie and the
involved domain experts, which may now administthesr rules
by themselves, a straightforward and fail-safe neann

Experience also showed, however, that in comparisoress
flexible solutions that are based awle definitionsonly, setting
up a full-fledged rule-management system requi@ssiclerable
additional efforts, e.g., for identifying event-pessing logic that
qualifies as a “building block”, abstracting fronucé logic

through input and output parameter, and definirg) @nfiguring

rule spaces. Such efforts may not be justifiednmalter installa-
tions or if all users have sufficient skills anywdtyis essential to
note, though, that the proposed framework providéssupport

for both kinds of architectures; if a separate S&Rer is not
rewarding, the entire functionality can just as Iwe¢ imple-

mented as part of the event-based infrastructure.

Resulting in applications that are inherently genend adaptable
to the current processing needs of an enterprismugh S&R

rules, existing projects eventually showed that ramework

supports the definition of “standardized” CEP sioin$, which

can be offered to multiple customers with similasic processing
requirements and business environments. Custonsaastleen

benefit from the typical advantages of commerciftte-shelf

(COTS) software, including reduced costs, rapid laepent,

well-tested and documented functionality, standaediiupdates,
etc. Following from a large project from the wordtbautomation
domain, many of the created pattern and actionnitieins

evolved into a so-calledolution templatewhich by itself could
be delivered to several other customers with mimmaustomer-
specific adaptations, if any.
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