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Abstract—Sharing personal information benefits both users
and third parties in many ways. Recent advances in sensor
networks and personal archives enable users to record all
of their digital objects including emails, social networking
activities, or life events (life logging). These information objects
are usually privacy sensitive and thus need to be protected
adequately when being shared. In this work, we present a
lightweight pseudonymization framework which allows users
to benefit from sharing their personal information while still
preserving their privacy. Tools like these are expected to be
even more relevant in the near future, as personal information
valuable for third parties is going to be more privacy sensitive
than ever. Privacy-preserving data sharing increases the data
owners’ awareness of what they are actually sharing, thus
rendering third party access more transparent.
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I. INTRODUCTION

In todays open world, our lives are centered on a habit
that is epitomized by the Internet: information sharing. The
Internet with its vast amounts of resources provides the
perfect tool for sharing information, both on a professional
as well as on a private level: Between business partners,
traditional postal traffic has been more and more displaced
by e-mails and thus communication been considerably sped
up, while social networks are more popular than ever and
provide a sophisticated yet simple to use platform to inform
friends and others of latest personal news and activities.
This trend of data sharing with the society is expected to
be increasing even more (cf. [5]). But all these facilitated
information exchange opportunities come at a significant
price: the sacrifice of privacy.
The availability of personal information whets the appetite
of numerous companies that try to profit from this,
especially for marketing purposes. A whole new branch of
industry focuses on the collection of personal information
such as visited web sites, movie preferences, and purchases
over the Internet, using tracking cookies or the like to create
individual profiles that are sold to third parties (cf. [1]).
Technological advances, the increasing commercial profit of
user profiling, and the rise in the amount of shared personal

and sensitive information - either wanted or unwanted -
will very likely increase this problem in the near future
even more.
To counter the privacy problem, several legal acts were
introduced such as the Health Insurance Portability and
Accountability Act (HIPAA) [25] that regulates the use
and distribution of sensitive information to prevent fraud
and data abuse. At the European level, the processing and
movement of personal data is legally regulated by Directive
95/46/EC [9]. But often legal regulations are not that
effective as they should be. For example, service providers
that deal with personal information claim to preserve
the user’s privacy, but try to circumvent too restrictive
regulations by using difficult-to-read terms and conditions
to hide controversial passages and trapping the user into
simply complying with all terms. Social security sites hide
privacy-improving functions deep in the user interface
such that they are easily overlooked (cf. [4]). Even if the
service providers are reasonably trustworthy in protecting
the individual’s privacy, there remains the issue with insider
attackers: Especially administrators with their extensive
access rights are potential causes for critical data leakage
incidents. Disgruntled employees may simply sell sensitive
information to the highest bidder. Still, information sharing
in general is highly beneficial, as long as the individual’s
privacy is not violated. The main point here is to let the
user control with whom to share information and to what
extent, leading to the requirement of a user-centered and
user-controlled privacy solution.
In this work, we present LiDSec, a novel approach
for privacy-preserving data distribution relying on
pseudonymization, a technique which effectively hides
the association between the information and the data owner
(cf. [8]) and also reduces trust expectancies when sharing
information in a community (cf. [13]). The main idea
is to strictly control the information flow to someone
instead of trusting this person not to abuse the sensitive
information. This approach is owner-centered, i.e., the
data owner specifically decides on which information
to disclose by creating document-specific rules which



are processed to create non-critical datasets that can be
published without compromising privacy. The proposed
framework is sufficiently flexible to handle and process any
type of text-based information1 such as health records or
life-logs.
The remainder of this work is organized as follows: In
the next section, we provide background information on
privacy-preserving techniques and related work. Then our
privacy-preserving solution is presented in detail, followed
by the description of a prototype as proof-of-concept. We
then validate our concept by using a mobile life-log dataset
as an example. Finally we summarize the benefits and any
open limitations, and outline further work.

II. BACKGROUND

When sharing information, the challenge of ensuring
privacy of personal information can be handled in different
ways. The straightforward approach to limit unwanted data
disclosure is to apply access control mechanisms. According
to defined access rights (e.g. role-based, identity-based, etc.)
managed in access control lists, persons are allowed to
access only data elements they are cleared for. These access
rights are usually managed by dedicated access control mod-
ules within information systems, or even by third parties,
usually in combination with authentication mechanisms. For
example, in [15], access to shared web content is restricted
by the “circle of trust” of IM (instant messaging) networks.
The proposed architecture requires that a particular user A
first authenticates at an IM server which creates an access
token depending on the user’s contact relationship to user B
(e.g., friend, family, etc.) that can then be used to retrieve
the desired resource from a web server. The problem with
dedicated access control mechanisms is their single-point-
of-failure: access control modules can be bypassed by, e.g.,
administrators with their unrestricted access rights (cf. [21]).
Privacy-enhancing technologies (PETs) (cf. [10]) specifically
deal with the privacy issue. Concepts such as unlinkability
and anonymity do not rely on dedicated access control mech-
anisms to restrict access to sensitive information but apply
depersonalization, disassociation, or encryption techniques
to alter the data itself to limit unwanted information leakage.
In [2], the authors add a cryptographic layer involving
block-related hybrid encryption onto a client-server social
networking architecture to hide the linkages between indi-
vidual data content elements. Obviously, only those persons
with access to the decryption keys are able to restore this
content. In [3], attribute-based encryption (ABE) is applied
to allow creating access “groups” by calculating so-called
ABE secret keys (ASK) involving the set of attributes that
define the particular groups. These approaches of privacy by
data encryption require dedicated (and potentially complex)

1We focus on structured text-based data that can be processed and
consumed automatically (by, e.g., web services). Information represented
in binary form (e.g., images) is outside the scope of this work.

key management schemes, and access revocations require
the re-encryption and re-distribution of the new decryption
key to the remaining persons, often a rather tedious process.
The plain calculation overhead of cryptography may also be
a hindering factor, especially when considering the limited
processing power of mobile devices.
Anonymization relies on the fact that often only the associa-
tion between specific data items needs to be broken up, while
the individual items themselves can be stored in cleartext and
present no privacy issue, containing only uncritical (e.g.,
publicly available) information. While anonymity can be
achieved by depersonalization, i.e., the removal of person-
identifying information, it may not be sufficient to simply
remove any names. Often, there exist certain elements which
are not identifying themselves, but may be so when in com-
bination with other elements (e.g., combining age with ZIP
code), depending on the level of semantic diversity within
the dataset. These elements are denoted as quasi-identifiers
in [22] where k-anonymity is achieved by generalizing and
suppressing quasi-identifiers until each resulting combina-
tion cannot be distinctly assigned to one out of at least
k individuals. The basic k-anonymity approach has been
extended with l-diversity [14] and t-closeness [12] which
address re-identification attacks exploiting background in-
formation or semantic similarities in datasets. A survey
on further anonymization techniques, especially for social
network data, can be found in [26].
Pseudonymization is a very similar technique to anonymiza-
tion, but with the difference that person-identifying infor-
mation is not completely removed but replaced with a
pseudonym. This results in two distinctive advantages over
plain anonymization:

• In contrast to anonymization, pseudonymization is re-
versible, if the need arises. While anonymization is
obviously always accompanied by a certain loss of
data accuracy and content, pseudonymization allows
to restore the original dataset under strictly controlled
circumstances. For example, pseudonymizing health
information instead of fully anonymizing them for
secondary use, i.e., research activities where initially
the actual identities of the patients are not required to
be known by the secondary users, allows to contact the
patients for gathering further information, if the patients
agree.

• The application of different pseudonyms allows to
retain certain links of datasets and information. For
example, using the same pseudonym for a set of forum
posts links these posts to the same user (while still hid-
ing the true identity of that particular user). However,
using multiple pseudonyms for different threads hides
the fact that it is indeed the same user.

Pseudonyms are usually applied for identity management
(e.g., [6]): In [7], an anonymous credential system is in-



troduced that maps credentials to pseudonyms which allow
limited tracking, and thus accountability. Therefore, transac-
tions requiring user binding such as chargeable newspaper
subscriptions can be realized while still hiding the actual
individual’s identity. Still, global de-pseudonymization is
possible by authorized parties in case of a credential abuse.
Another application of pseudonymization is, as already
indicated above, the area of e-health. Pseudonymization is
usually conducted when making health records available
for secondary use in research activities: The approaches in
[18], [19] rely on a combination of hashing and encryption
techniques to realize different pseudonymization scenarios,
one-way (actually anonymization) and two-way (i.e., re-
versible) pseudonymization. In [24], pseudonymization is
achieved by first separating the identification data from the
anamnesis data which is then stored in a separate database
referenced with so-called unique data identification codes
(DIC) as pseudonyms. Another approach is presented in
[16] that integrates primary and secondary usage of health
data assigning so-called root pseudonyms only known to the
patient and shared pseudonyms as authorization tokens for
selected health care providers.
In contrast to these approaches, our pseudonymization so-
lution is not limited to a particular application area but is
able to handle any text-based data. We also do not rely
on expensive cryptography, maximizing performance and
efficiency for deployment on mobile and pervasive devices.

III. REQUIREMENTS

To achieve our goal of ensuring privacy-preserving data
sharing, we have identified the following requirements:
• User Control: The most important requirement is to

ensure user control, or more specifically, data owner
control, i.e., let the data owner decide on the “amount”
of privacy of published datasets. Unlike with typical
privacy settings of, e.g., social networks, this also
includes that the owner enforces her privacy demands
in order to reduce the trust required in third parties.
As already mentioned earlier in this article, one major
threat is the existence of potential inside attackers, es-
pecially malicious administrators with extensive access
rights that are able to circumvent user privacy settings.

• Efficiency: The straightforward (reversible) approach
of preserving data confidentiality and privacy is to
encrypt the sensitive elements. However, encryption
requires dedicated key management and key protection
strategies and thus is always associated with a certain
amount of overhead, both storage- and performance-
wise. While the execution of cryptographic operations
is usually unproblematic on current conventional hard-
ware (e.g., personal computers), the limited calculation
power of pervasive devices such as mobile phones or
tablet computers still pose a considerable obstacle for
efficient use of key-based cryptography.

• Adaptability: Existing privacy-preserving solutions are
usually aimed at specific application domains (espe-
cially e-health) and designed to handle certain types
of information with a predefined data structure. Re-
garding the diversity of text-based data representation
methodologies, an effective privacy-preserving solution
is required to be highly adaptable to different data
structures.

• Reduction of Manual Work: Considering the large
amounts of information that are involved in data shar-
ing these days, manually identifying and processing
privacy-sensitive elements is usually quite tedious, if
not infeasible. Therefore, reducing the manual work
needed by users by automatizing as many tasks as
possible is a major requirement in developing a viable
privacy preservation solution. Still, user control has to
be ensured at all times.

IV. LIGHTWEIGHT DATA SECURITY (LIDSEC) SYSTEM
DEFINITION

In the following, we present LiDSec, a pseudonymization
approach for Lightweight Data Security. The system’s design
was specified on the following considerations:
• Apply (selective) pseudonymization before publishing

personal information.
• Let the data owner (in the following simply denoted

as user) decide on which elements to pseudonymize by
creating privacy rules depending on the document type.

• Then let the tool automatically screen for privacy-
compromising elements within the documents to reduce
manual pseudonymization work to a minimum.

The framework architecture (cf. Figure 1) is composed of
six distinctive components: Data Adapter, Rule Settings,
Converter Engine, Validator, and Reporting Module. The

Figure 1. Conceptual Framework Architecture

Data Adapter is responsible for connecting to the source
dataset and for extracting the data’s structure in an attribute-
value style. Attribute-value pairs are denoted as information



objects. The records of a dataset should be encoded in
standard formats such as XML or CSV. Depending on
the actual data source, e.g., relational databases such as
MySQL or simple JSON-encoded files, individual Data
Adapters are required to be implemented by the framework
users to manage the database connection details or file
location handling. These can then be integrated with the
pseudonymization framework to support multiple data
sources at once. Our current implementation of LiDSec
(cf. section V) uses a GUI wizard as shown in Figure 2,
although the actual pseudonymization procedure can also
be consumed as a service.
After connection to the dataset has been established or
the location of the dataset been set (cf. screenshot 1 in
Figure 2), the process of data structure identification is
initiated. This process parses and recognizes entities and
their sub-elements of the target dataset, based on the
dataset’s format. As shown in Figure 2 (screenshot 3), the
identified fields are presented to the user via the GUI in a
structured way. If there are any non-recognized fields in the
dataset, the user is thereby able to manually edit them. We
refer to this as semi-automated data structure identification:
First the framework implementation automatically goes
through the dataset and searches for and extracts known
information objects. Un-identified entities that are missed
by the framework can then be added manually afterwards.

After the dataset’s structure has been identified, the user
needs to decide on how to handle each entity (cf. Figure 2,
screenshot 3). Basically there are four options:

• Keep the information object as it is.
• Remove the value of a particular information object,

i.e., anonymize.
• Remove the complete entity , i.e., suppress the infor-

mation object.
• Change or substitute the particular information object

with a pseudonymized one.

Anonymization usually alters the overall semantics and
accuracy of the original data and thus should be applied only
when necessary. Similarly, suppressing entire information
objects may be necessary on highly sensitive information
objects where their plain existence may result in a privacy
compromise. In general, pseudonymization is the better
choice for preserving data expressiveness, but it still lies
in the user’s hands to find an acceptable trade-off between
usability of the sanitized dataset for the data consumer and
the user’s privacy requirements.
The user’s choices are collected in the Rule Settings compo-
nent of LiDSec which stores these choices as pseudonymiza-
tion policies and applies them to the dataset during the
pseudonymization process. In our current implementation of
LiDSec, we store these policies in an external configuration
file. These policies can be simply replicated for different ap-

plications and forwarded or modified to fit the needs of both
the user and the data-consuming third party. For example, the
user intends to consume a particular service from provider B
and therefore needs to provide B with particular information.
Using an existing policy set for publishing pseudonymized
information to another data consumer A, both the user and B
agree on a slightly modified policy that suits the automated
processing facilities of the service provider, but still satisfies
the user’s privacy requirements.
After the pseudonymization policies have been clarified and
persisted in the configuration file, the Converter Engine
initiates the actual pseudonymization process and converts
or removes original information objects according to the
pseudonymization policies to produce a sanitized dataset.
All replaced values, i.e., the mapping between original
information and pseudonymized data (e.g. “John Smith”
converted to “Person12”), are maintained in a map file.
This map file can be reused if the user chooses to (as
shown in Figure 2, screenshot 2) in order to ensure that
each instance of a particular value is replaced with the
same pseudonym previously used to preserve logic links.
Alternatively, the user may choose to create a new file
with new pseudonyms to semantically unlink the current
pseudonymized dataset from any previous records containing
the same values. Thereby, the user is able to carefully control
the information flow concerning the linkage between mul-
tiple datasets by creating multiple virtual identities (using
different pseudonyms) with individual sets of information.
Following the pseudonymization process, the outcome’s
quality is checked by the Validator. We designed this
Validator module to be easily extensible by external plug-
ins to make use of existing re-identification approaches.
In this context, we define re-identification as the process
of successfully identifying the particular dataset’s individ-
ual by analyzing the pseudonymized dataset and residual
personal information that should have been removed by
de-personalization [20] or de-identification [23]. The result
of this validation process is reported to the user by the
Reporting Module.

V. PROTOTYPE IMPLEMENTATION

Our LiDSec prototype has been implemented in Java 7
with an optional GUI layer to assist users in working with
the provided services; users can utilize the application by
the GUI wizard or as a service. The prototype has been
tested on a Mac Book Pro (MacOS 10.6) with a 2.4GHz
CPU and 2GB memory, as well as on a Lenovo Thinkpad
(Windows 7) with a 2.5GHz CPU and 4GB memory. No
platform-specific library is required for the execution of the
prototype. Configuration and map files are both encoded as
XML files, which need to be kept safe by the user to prevent
information leakage [11], [18].
In the following, we provide an example of a record (log)
to be pseudonymized, containing a particular sms.



Figure 2. Screenshots from the Graphical User Interface

{”SMS” :{ ” Address ” : ” 06802368296 ” ,
” t y p e ” : ” 1 ” , ” da t e−t ime ” : ” Jan 14 2010 3 : 3 9 : 2 1 PM” ,
”Body” : ” P l z C a l l me t o s c h e d u l e t h e g a t h e r i n g ” ,
” m e t a d a t a ” :{ ”name” : ” John ”}}}

In this simple example, the user intends to publish this
information to a data consumer who utilizes the data to
analyze the frequency of location changes by different
persons. The user regards the exact location and place as
highly privacy sensitive and thus creates a pseudonymization
policy that hides the exact location of the particular place.
Furthermore, the metadata entry needs to be generalized.
The resulting sanitized record is produced as follows:

{”SMS” :{ ” Address ” : ” a d d r e s s 7 ” ,
” t y p e ” : ” 1 ” , ” da t e−t ime ” : ” Jan 14 2010 3 : 3 9 : 2 1 PM” ,
”Body” : ” body38 ” , ” m e t a d a t a ” :{ ”name” : ”name”}}}

The address and body are replaced with individual
pseudonyms, while the metadata name’s value is generalized
to the fixed value of “name”; the time stamp and provider
entry are left as they were. By pseudonymization, the user
now effectively hides the communication content and party,
but still allows the third party to analyze at what time does
the communication occured.

VI. EVALUATION

We evaluated LiDSec from three different perspectives:
pseudonymization effectiveness and quality, usability, and
validity. Effectiveness is proven by testing the tool with real
world data, while usability is evaluated by a user survey
based on Nielsen’s usability heuristics [17]. Finally, validity
is proven by revisiting the basic requirements stated in
section III.
As our test case, we pseudonymized a personal life-log
dataset composed of all activities a user performs with
her mobile phone. The record actually consists of a set
of log files - one log file per each day - encoded in
JSON2 format. These log files contain application usage,
location changes, bluetooth device scan logs, received/sent
text messages and received/dialed calls. To evaluate the qual-
ity of the resulting dataset, a simple re-identifier has been
implemented as Validator component. Having access to the
map file, this re-identifier scans the resulting pseudonymized
dataset for any values stored in the map file, i.e., it checks
whether a particular value of a specific attribute being
pseudonymized according to a pseudonymization rule is

2http://www.json.org



still present within another non-pseudonymized attribute. For
instance, it searches for “home” and reports text messages
containing this string. Figure 2 (screenshot 4) shows a report
where three re-identification symptoms are detected, all of
them appearing in the text message content. In this example,
the user pseudonymized the sender and receiver names,
but not the (complete) text message content. As stated
before, our simple re-identifier can be replaced (or extended)
with more sophisticated approaches such as annotation and
entity-recognition solutions. The user is then able to alter
the pseudonymization policies and/or manually modify the
record and remove these symptoms. In an iterative process,
the policies are refined until no symptoms are identified any
more.
The user interface’s usability is evaluated by five users of
(relatively) similar age (between 23 and 31 years of age),
but different gender (two women, three men) and computer
expertise (four stated having above average computer knowl-
edge and one having only basic knowledge). The represen-
tative task was to pseudonymize a single life-log dataset
due to its simplicity and expressiveness containing human
readable data. All participants received an introduction about
the tool’s purpose, but no hints on how to actually use this
tool. The results of the survey based on Nielsen’s usability
heuristics indicated the highest score (5 of 5) in “visibility of
the system status”, and the lowest score (1 of 5) in “help and
documentation” as well as “recognition rather than recall”.
Other heuristic factors received scores above average.
Finally, LiDSec meets the requirements of privacy-
preserving data sharing as follows:

• User Control: Our approach revolves around the user
to specify an individual pseudonymization policy set
that can be either derived from a default set or created
from scratch. This ensures the development of fine-
grained and document type-specific privacy policies,
including the option of replacing certain values with
selected pseudonyms or removing these values, or even
removing complete information objects to limit critical
and unwanted information leakage when publishing
privacy-sensitive data. The optional GUI supports the
user in creating these policies.

• Efficiency: We developed a lightweight solution with
the aim of being highly efficient. As it completely
forgoes computationally-expensive cryptographic algo-
rithms or other complex operations, it is suitable to
be deployed on devices with limited computational
capabilities (e.g. mobile devices). Our approach does
not rely on specific third party solutions and is thus
largely independent from software technologies. The
actual pseudonymization process requires only simple
string replacement operations and thus can be executed
within a very small amount of time.

• Adaptability: The introduction of document type-

specific data adapters allows to adapt our solution to
a whole range of document domains and potential data
sources. Without a specific application area in mind,
LiDSec is able to handle any text-based documents, as
long as its structure is known. Potential data sources
include simple text files, relational databases, or other
data-providing services (e.g., web services). The proto-
type can be used as standalone tool with the GUI wizard
as well as its functionality consumed as an intermediate
pseudonymization service.

• Reduction of Manual Work: Data structure identifica-
tion is handled in a semi-automated way, i.e., the doc-
ument type and the involved entities are automatically
determined by analyzing the document content and
manual work only necessary when unknown entities are
detected. Pseudonymization policies need to be created
once by the data owner and are then re-used for all
entities matching the rule sets. This semi-automated ap-
proach drastically reduces the required human workload
for privacy-enabled data sharing.

While our solution is in general highly adaptable to any text-
based information, we identified the following limitations
due to our design decisions:
• As the targeted use is to publish machine-processable

documents in a privacy-preserving manner, we focus
on structured data elements only. Free-text documents
cannot be supported by LiDSec.

• Data pseudonymization is executed only when publish-
ing documents, and the original dataset needs to be kept
at the data owner’s side. Therefore, our pseudonymiza-
tion framework cannot act as data protection solution
for locally stored documents.

VII. CONCLUSION

Personal information can be regarded as personal property.
Users as data owners may provide third parties with these
pieces of information and in return consume services pro-
vided by these parties. One particular issue with this kind of
sharing of sensitive personal information is the compromise
of the users’ privacy. In this work, we presented LiDSec, a
solution that assists data owners in pseudonymizing their
data according to their needs. LiDSec is designed to be
largely independent from restricting software technologies
and can be deployed on pervasive devices hosting privacy
sensitive information. It is lightweight and highly adaptable
to different data sources. Further work includes the extension
of the tool with different data adapters and re-identifier plug-
ins, as well as exploring its application on free-text data
sources.
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