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Security Studies in a Nutshell



Challenge: Being Up To Date



Why Security Surveys in a Nutshell?

• I want to be informed & prepared

– I want to “benchmark” against others

– I need statistics and figures to substantiate my 
intentions & plans

– I want to see trends

– I want to review or align my strategy

• The challenge: there are heaps of surveys (and 
reports) with different content, focus and quality = 
no time



What Can You Expect?

• Valuable preselected and preprocessed information that 
saves your time

– Overview of existing surveys

– Overview which topics are discussed where 

– Comparison of specific topics across surveys

– Focus on hot topics

– Indication of surveys’ quality



The Menu

1) Included surveys & topics covered

2) Selected hot topics

 Which security measures are implemented?

 The current status regarding mobile security?

 What about cyber risk insurances?

3) Special excursion: “Bias in (Security) Surveys”

 What to consider when reading a survey?



Survey Overview
Included surveys & topics covered

Security Studies in a Nutshell



Processed Surveys

• Currently, 32 surveys (and reports) within scope

– Approx. 2.000 pages

• At the moment 17 in detailed elaboration

10 6 2



Topics Covered - Excerpt

• Security Spending

• Perceived Threats

• Incidents & Breaches

• Costs of Security Breaches

• Implemented Security 
Measures

• Importance of IT Security

• Threat Agents

• Insider Threat

• Mobile Devices Threat 
& Security Measures

• Incident/Breach detection 
& time to discovery

• Biggest IT Security 
Challenges

• Most-Valuable Security 
Practices

• Contingency Planning

• Drivers for Information 
Security

• APTs

• Threat Intelligence



Topics Covered - Excerpt

• Security & External 
Suppliers/Partners

• Vulnerability Disclosure 
statistics

• Spam
• Phishing
• Malware
• DDoS
• Exploit Kits
• Most Common Attack 

Techniques
• Used Operating Systems

• Countries as source of 
cyber attacks

• Cyber Attacks per sector

• Usage of Standards

• Usage of Cloud and 
Outsourcing

• Usage and security 
verification of Open 
Source Software

• Heartbleed and Shellshock

• … and many more …



Where to find “Implemented Measures”?

[PWC, CIO & CSO Magazine] Global State of Information Security Survey

[ISACA] State of Cybersecurity: Implications for 2015

[Information Week] Strategic Security Survey

[Corporate Trust] Studie Industriespionage

[BSI] Cyber Sicherheitsumfrage

[KSÖ] Cyber Security Fitness Index

…



Selected Hot Topics
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Selected Hot Topics
Implemented security measures?

Security Studies in a Nutshell



If You are sbaPRIME Member…

• … you will know that the key security measures are:
– Border security

– Anti malware

– Passwords

– Security Awareness

• … you will know that poorly implemented measures are:
– Portable device security

– Network access control

– Attacker attribution

– Monitoring of unapproved cloud services



Usage of Security Products

[Information Week Strategic Security Survey, 2014]



If You had to Choose 3

[Information Week Strategic Security Survey, 2014]



Usage of Security Practises

[Information Week Strategic Security Survey, 2014]



If You had to Choose 3

[Information Week Strategic Security Survey, 2014]



50%

Protection Against Data Leakage

[Corporate Trust: Studie Industriespionage 2014]



Poorly Implemented Security Measures

• Encryption of e-mail traffic, security 
certifications, Logging & Monitoring and DLP
only in a minority of companies 

[Corporate Trust: Studie Industriespionage 2014]



Implementation >50% in Austrian SME

[KSÖ Cyber Security Fitness Index, 2015]



Selected Hot Topics
Current mobile security status?
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If You are sbaPRIME Member…
… you will know that

• Only 5% think that mobile devices are no threat

• 90% experienced a loss of mobile devices

• A mobile security strategy is the only measure that is 
implemented by every 2nd organization

• Only a minority of German and Austrian companies have 
a MDM solution or guidelines concerning BYOD

• There is widespread discontentment with mobile device 
security measures



Are Mobile Devices a Threat?

• 40% of companies believe that mobile devices are a 
significant threat to their organization

• Only 5% think that mobile devices are no threat

[Information Week Strategic Security Survey, 2014]



Loss of Physical Assets

• Loss of Mobile Devices very common

• Mobile devices often involved in 
security breaches

[PWC Information Security Breaches 

Survey, 2015]

[ISACA: State of Cybersecurity: Implications for 2015]



Usage of Mobile Security Measures

[PWC Global State of Information Security, 2015]

50%



MDM in Germany and Austria?

• Only a minority of German and Austrian companies have 
a MDM solution or guidelines concerning BYOD

[Corporate Trust: Studie Industriespionage 2014]



Level of Satisfaction?

• Widespread 
discontentment 
with mobile device 
security measures

[Techconsult: Security Bilanz Deutschland, 2015]



Selected Hot Topics
What about cyber security insurances?

Security Studies in a Nutshell



If You are sbaPRIME Member…
… you will know that

• Only 1/3 of companies include cyber risks within top 5 
business risks

• Cyber security insurances are currently a not widely 
regarded topic

– … but they rapidly get more attention

• Currently, nobody “has a clue” how to size the insurance

• In Austria approx. 6% are negotiating an insurance



Cyber Risk Positioning

[Ponemon/Aon Global Cyber Impact Report, 2015]



Usage of Cyber Security Insurances

• Available on the market for around 10 years

• Not yet widely used, but increasing level of attention

– Especially in countries with 
mandatory data breach notification laws 

[Information Week Strategic Security Survey, 2014]

[PWC Information Security Breaches 

Survey, 2015]



The Sizing Challenge
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Considerations in Germany & Austria

[Corporate Trust: Studie Industriespionage 2014]



sbaPRIME: Staying Up To Date



Bias in (Security) Surveys
General problems (Security) Surveys face & Factors reducing 
their validity…

… or …
I only believe in statistics that I doctored myself

attributed to Winston S. Churchill

Security Studies in a Nutshell



General problems (Security) Surveys face
What is Bias?

• Bias is a systematic deviation and distortion of results

• This leads to the sample itself and the results of the 
study not being representative of the (study)
population. 

Study Population
(Companies)

Achieved Sample

Contacted Sample



General problems (Security) Surveys face
Streetlight Effect

http://discovermagazine.com/2010/jul-aug/29-why-scientific-studies-often-wrong-streetlight-effect

http://discovermagazine.com/2010/jul-aug/29-why-scientific-studies-often-wrong-streetlight-effect


General problems (Security) Surveys face
Survey Phases

PublicationAnalysisRepliesDistributionDesign

Organization
Conflicts of Interest



General problems (Security) Surveys face
Conflicts of Interest

• Hardly independent surveys (Universities, independent Researchers etc.)

• Conflicts of Interest
– Most Surveys & Reports by Security Vendors, ISPs, Incident Response 

Firms, Consulting Companies, Law enforcement

• Their economic interest is obvious: 
– The larger the threat seems the more important it is to buy 

their software or ask for their services

• Their business relies on convincing companies that they 
are at risk 
– Not that they (at least some of them) are not at risk but risk should be 

presented realistically and not exaggerated.

– In order to focus activities & spending appropriately valid & trustworthy 
numbers are necessary.

http://www.propublica.org/article/does-cybercrime-really-cost-1-trillion
http://research.microsoft.com/apps/pubs/?id=217438

Organization

http://www.propublica.org/article/does-cybercrime-really-cost-1-trillion
http://research.microsoft.com/apps/pubs/?id=217438


General problems (Security) Surveys face
Design Phase

• Methodology
– Survey design, Sample selection, randomization, Hypotheses etc.

• Expectations of the author & organization
– Do heavily influence the results of the survey, maybe even don‘t 

publish „unwanted“ results (Publication Bias)

• Formulation of Question 
– Not carefully designed questions may lead to distorted

responses

• Lack of Definitions
– No clear definitions of important terms  respondents giving 

wrong answers, no comparability of results of different surveys

Publicati
on

AnalysisReplies
Distribut

ion
Design



General problems (Security) Surveys face
Distribution Phase

• Sample Size

– if too small not representative & small differences can‘t be 
identified - sample size alone doesn‘t lead to representativeness

• Sample Quality

– Sample not being representative of the population

• Sample Composition in comparisons
– When comparing results (years, countries, groups) the 

different sample composition can lead to wrong assumptions

– e.g. in Swiss sample more companies with an ISMS than in 
Austria, in the following year less SME & more huge companies

– even harder to compare results of different surveys

Publicati
on

AnalysisReplies
Distribut

ion
Design



General problems (Security) Surveys face
Reply Phase

• Non Response & Self Selection Bias
– Answers of respondents differ from the potential answers of 

those who did not answer, e.g. Respondents most likely have a 
higher security awareness & posture than typical companies

• Over confidence
– Overestimate own security posture, e.g. 93% of the U.S. and 69% 

of the Swedish drivers believe themselves to be in the top 50%

• Reliance on self assessment by respondents also leads to
– Misconception/False Answers 

– Lies

– Social Desirability Response - Tendency to answer questions in a 
manner that will be viewed favorably by others, e.g. deny drug 
use, company not admitting lacking basic security measures

Publicati
on

AnalysisReplies
Distribut

ion
Design



General problems (Security) Surveys face
Analysis Phase

• Confirmation Bias
– Focus on information which confirms one's beliefs or hypotheses. 

Give disproportionately less attention to information that 
contradicts it. We all suffer from it every day!

• No weighting
– Weight sample so that it resembles the study population

• Outliers handling?

• Correlation vs. Causality (also a Problem in Big Data Analysis)

– “Storks & Births”, “Ice-Cream consumption & sunburns”

• Description of Methodology & Elaboration on Limitations?

Publicati
on

AnalysisReplies
Distribut

ion
Design



General problems (Security) Surveys face
Publication Phase

• Exploitation for Marketing purposes & FUD mongering
– Sensationalism, very widespread, Draw attention to some (high) 

numbers which imply the situation is bad, don‘t describe context 
of numbers, lack of objectivity & thorough methodology

– e.g. Raw number of malware samples, Users trading password 
for chocolate bar, Cost of Cybercrime…

• No peer review
– Contrary to publication in academic journals no formal system of 

oversight for studies published by industry

• Reproducibility?
– Ensure and verify correctness of results & findings, very 

important topic which gains far too few attention (in science in general!)

Publicati
on

AnalysisReplies
Distribut

ion
Design



General problems (Security) Surveys face
Cost of Cybercrime - One Example

• ….stole intellectual property from businesses worldwide worth 
up to $1 trillion.               – US President Obama, 2009 Cybersecurity speech

• 1 Trillion estimate very! inaccurate & not trustworthy

– Our assessment of the quality of cyber-crime surveys is 
harsh: they are so compromised and biased that no faith 
whatever can be placed in their findings

Dinei Florencio & Cormac Herley, Microsoft Research

– They all [big commercial cybercrime surveys] suffer from 
major weaknesses, which means the data is worthless, 
scientifically worthless. But it’s very valuable from a 
marketing perspective Julie Ryan

https://www.whitehouse.gov/the-press-office/remarks-president-securing-our-nations-cyber-infrastructure

http://www.propublica.org/article/does-cybercrime-really-cost-1-trillion

https://www.whitehouse.gov/the-press-office/remarks-president-securing-our-nations-cyber-infrastructure
http://www.propublica.org/article/does-cybercrime-really-cost-1-trillion


General problems (Security) Surveys face
Cost of Cybercrime - Problems

• Unverified claims (self reporting), Outliers & losses (amount) 
unevenly distributed (heavy tail distribution)

– Cyber Crime estimates appear to be largely the answers of a 
handful of people extrapolated to the whole population

– A single individual who claims $50,000 losses is enough to extrapolate a 
$10 billion loss over the population.

http://research.microsoft.com/pubs/149886/SexLiesAndCyberCrimeSurveys_ITTC.pf

FTC 2006 ID Theft Survey
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General problems (Security) Surveys face
Cost of Cybercrime - Problems

• Basic problems still remain

– What is cybercrime?

– How to for example measure worth of an SSN or IP?

– Include costs for Recovery & Defense? 

– Under Reporting

– Dark figure of breaches. Victims who don’t know they 
suffered a breach

• Very wide range of estimates Cybercrime estimates

– Everywhere from $560 million to $1 trillion

How do you even start to measure the monetary damages? 
I would argue it is impossible. I don’t see how you can 
adequately come up with dollar figures.

Nick Akerman, Contributor to the McAfee report



Well, we all need information!
It‘s better to have some data than no data…

63

Nassim Nicholas Taleb, Der Schwarze Schwan

We don‘t have the map for JFK airport so the 
one for Chicago must suffice.
It is better to have some map than no map.



General problems (Security) Surveys face
Conclusion

• Many sources for errors, problems & bias 

• Some problems & bias hardly avoidable

• What you can do

– Don‘t be too trustful!

– Always question methodology, results & intentions

– Think about possible limitations

– Remain skeptical, wary and questioning

• Let us help you assess the plausibility & credibility of Surveys!

– Development of a systematic approach and criterions

– White paper: How to read (security) surveys



Stefan Jakoubi & Philipp Reisinger

SBA Research gGmbH

Favoritenstraße 16, 1040 Vienna, Austria

{SJakoubi, PReisinger}@sba-research.org





LET’S TURN IT OFF!

How to secure legacy systems



Legacy Systems

http://www.taroticallyspeaking.com/readings/framing-tarot-card-reading-questions/, 08.11.2015

http://www.taroticallyspeaking.com/readings/framing-tarot-card-reading-questions/


Legacy Systems

„Infographic: Windows Server 2003 Migration: Are You Ready?“, Symantec 

http://www.symantec.com/content/en/us/enterprise/fact_sheets/b-ws2003-eol-migration-infographic-ds.pdf

http://www.symantec.com/content/en/us/enterprise/fact_sheets/b-ws2003-eol-migration-infographic-ds.pdf


Legacy Systems



Protecting Legacy Systems

• What now?

http://www.someecards.com/usercards/viewcard/these-reports-clearly-demonstrate-that-were-screwed-da5b9, 08.11.2015

http://www.someecards.com/usercards/viewcard/these-reports-clearly-demonstrate-that-were-screwed-da5b9


System Hardening

Legacy Systems

Protecting Legacy Systems

Secure Network 
Engineering

Continuous Monitoring

Incident Response

PROACTIVE

REACTIVE

System Virtualization

Continuous Risk Evaluation and Assessment

Breach Detection and Prevention

Data Protection

Data Recovery



Protecting Legacy Systems

• For more details on legacy systems protection, 
have a look at our whitepaper

Isolation of Legacy Systems

-

A View on Security Concerns for Non-Isolated 
Legacy Systems



THANK YOU!

https://media.licdn.com/mpr/mpr/p/8/005/07c/0e0/2dc813d.jpg, 08.11.2015

https://media.licdn.com/mpr/mpr/p/8/005/07c/0e0/2dc813d.jpg


Christoph Falta

SBA Research gGmbH

Favoritenstraße 16, 1040 Vienna, Austria

CFalta@sba-research.org





Security Fails 2015





AGENDA

1) Staunen

2) Schmunzeln

3) Schaudern

4) Betroffen sein

5) GOTO 1)



WAS IST HACKEN?



Falsche Annahmen ausnützen



Größeres Schloß ≠ besseres Schloß



Nie die Vordertüre verwenden



DAS WAR 2015 … DIE HIGHLIGHTS





0Days: Wenn sich der Antivirus gegen
dich wendet…

• FireEye

• Avast

• Kasperski



SSL Interception – considered harmful

• “Superfish Visual Discovery” Adware



SSL Interception – considered harmful

• “Superfish Visual Discovery” Adware
Alternative Angebote zum Vorteil des Kunden

• Vorinstalliert auf
Lenovo



SSL Interception – considered harmful

• “Superfish Visual Discovery” Adware
Alternative Angebote zum Vorteil des Kunden

• Vorinstalliert auf
Lenovo



Lenovo 2 – Das BIOS

• Lenovos Service Engine

• Im Bios verankert

• Installiert unbemerkt Lenovo Dienste nach

– Diese Laden dann “Updates” aus dem Internet

– Lassen sich austricksen, Beliebiges nachzuladen



Distribution Problems

• Was ist schlimmer als zu Manipulieren?



Distribution Problems

• Was ist schlimmer als zu Manipulieren?

• Den Beweiß dafür in hundertausend Produkte
einzubauen



… für den USA Reisenden von heute…



Washington Post (Print 2014, Online 2015)



… noch in der selben Nacht …

https://github.com/Xyl2k/TSA-Travel-Sentry-master-keys



Plastik-Router Botnets



Plastik-Router Botnets





TV5     /* April 2015 */



Password Policy bei TV5
lemotdepassedeyoutube

~ „dasyoutubepasswort“



Mehr Passwörter bei TV5



Passwörter Storage…

• Ashley Madison



Passwörter Storage…

• Ashley Madison

• Talk Talk



Passwörter Storage…

• Ashley Madison

• Talk Talk

• US Office of 
Personnel Mgnt.

• US Office of 
Personnel Mgnt.



http://www.informationisbeautiful.net/visualizations/worlds-biggest-data-breaches-hacks/





Conclusio

Password Research

• Secure storage

• Leak proof storage

• Design for failure

• Honey-Passwords

• Usable Security

• Policies



Adrian Dabrowski

SBA Research gGmbH

Favoritenstraße 16, 1040 Vienna, Austria

ADabrowski@sba-research.org




