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Abstract

Over the recent years, a number of combinatoriateggies have been devised to help testers chabsets of input
combinations that would maximize the probability d@étecting faults, with combinatorial testing beitige most
prominent one. Combinatorial testing has been ssfoly applied for testing (critical) software s in large
organizations and is an already proven methoddourity testing of large-scale software systems.

In this talk, we review recent advances on webiaegpbn security testing and testing of operatiggtems and explore
the applicability of combinatorial testing to nemdapromising application domains of informationsity.

As part of the newly spawned combinatorial secutdsting project between SBA Research and NIST A@idgect
team, we address how combinatorial testing canpptieal to (1) ensure proper error-handling of nekwveecurity
protocols and (2) provide the theoretical guarantee exciting Trojans injected in cryptographicrdeare Besides
providing the details of the combinatorial modetsl andustry proof-of-concept studies, we also hinale the technical
challenges that need to be solved in the foundstadncombinatorial testing. The talk is concludethwsome open
research problems and directions for future researc
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