
1©2016 Venafi. Confidential – do not distribute. ©2017 Venafi

RISE OF MACHINES
Protecting The New Identities

Jens Sabitzer, CISSP



The Future: Machines
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What Are Machines?

Device Code ServiceAlgorithm

v = 
argmaxb∈{Yes,No} 
Pr(b) Q i Pr(ai | b)



Machines	Growing	Exponentially
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Growth	Factors
• Cloud
• Virtual	Machines
• Containerization
• DevOps
• Mobile	Devices
• Internet	of	Things
• Industrial	IoT
• Data	Access
• Privacy	Laws



An entity without an 
identity cannot exist 
because it would be 
nothing

Aristotle
Law of Identity
Metaphysics, Book IV, Part 4



HUMANS
User name, Password, Biometric

MACHINES

1 0 1 0
0 1 0 1
0 1 0 1
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What are Machine Identities?

SSL/TLS	
Certificates

Code	Signing	
Certificates

SSH	Keys API	Keys

TwL2iGABf9DHoTf09
kqeF8tAmbihY

Encrypted	Tunnel

Authentication Execution
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Role	&	Lifecycle	of	Machine	Identities

Inception Manufacture Distribution Activation Update Recycle

SSH	key	for	cloud-to-cloud DevOps	orchestration

Code	signing	certificate	to	authenticate	code	running	on	IoT device

TLS	certificate	to	authenticate	cloud	app	to	IoT devices



How Are We Doing? 









“Stealing Certificates 
will be the Next Big 
Market for Hackers”



Up to 
$980/ea
400x more valuable 
than stolen credit 
card or identity #



“70% OF MALWARE ATTACKS 
WILL USE SSL BY 2020”



Rise of Fast & Free
25M certificates







Would your organization tolerate

with no awareness, policies, or control?



Would your organization tolerate

with no awareness, policies, or control?
keys & certificates
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Misuse of Machine Identities 

TAKE	ON	TRUSTED	IDENTITY

Phishing	effectiveness
Malicious	code	execution

ESTABLISH	TRUSTED	IDENTITY

Create	backdoors
Build	privilege

RUN	WITHOUT	IDENTITY
Hide,	stealth,	cloak



BLIND	TO	ATTACK
One	Unknown
Certificate	

=
Encrypted	tunnel	

=
Can’t	see	what’s	
coming
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Heartbleed: T+1 Year

RED= % NOT HEARTBLEED REMEDIATED
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Weaponizing Machine Identities

• SSH & server 
key theft

• Code-signing 
certificate theft

• MITM by CA 
compromise

• Targeted key & 
certificate theft

• Sold on 
Underground

• Multi-year 
campaigns

• SSL & SSH 
vulnerabilities 

• Price increases on 
underground

• Digitally-signed 
malware doubles 
quarterly

• SSL/TLS used to 
hide activity

• MitM attacks 

• SSH pivoting

• SSL/TLS used to 
bypass security

• Encrypt Everywhere 
grows attack surface

• SHA-1 deprecation
• SHA-1 collision 

succesful

Threatscape
Expands

• 2010: Blueprint -
Stuxnet and Duqu

• 2011: CAs 
Attacked

• 2012: Online Trust 
Questioned by 
Experts

2010-2012 Attacks Become 
Mainstream

2013 Advanced 
Campaigns 

Launch

2014 Online Trust 
Crumbles

2015

2016-2017

Attacks Begin





Traditional IT
Multi-layer

Fixed infrastructure
Fixed number of keys & certs

DevOps
Grows infinitely

Elastic and organic
10x - ∞

Slow IT
13,000
keys & certificates

DevOps
>100,000

keys & certificates
and growing

Global Bank

If not fast and easy, developers will side step security and create new vulnerabilities 



Taking Action



29©2016 Venafi. Confidential – do not distribute. ©2017 Venafi

Learn More 

all certificates must be replaced by 23 Oct 2018
CA Agility
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Learn More

Crypto-Agility 
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Learn More

CA Recovery Plan



Gain 
Intelligence

Automate 
Operations

Set, Enforce 
a Policy

Good News: this can be business as usual process
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Starting Change



Why So Difficult?
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Danke


