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Bekannte AngriffeaufIndustrieanlagen

Handelsblatt

CYBERATTACKE A

Wenn Hacker den Hochofen
ubernehmen

EF * ® Online

BSI-Sicherheitsbericht

Hacker beschadigen deutschen Hochofen

N
Cyber warfare: A different way to
attack Iran's reactors
The lessons of Shamoon and Stuxnet ignored: US ICS still
vulnerable in the same way

German
steel mill -
2014
Stuxnet
- 2010
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theguardian
THE
s n lndustroyer virus could bring down power
networks, researchers wam

'GAME OVER' P8

II" digital weapon can crash electriclty
grids and cripple economies, tech

experts warn
WannaCry —
2017
Industroyer
Blackout — 2016
. Ukraine —
2015
WannaCry Ransomware Hits U.S. Critical |
|nf|’ast|’uctul’eIIndustriaI Systems at Risk of WannaCry|
Ransomware Attacks
@NEWS VIDEO UVE SHOWS 0
- Hackers Caused Mass Blackout in Ukraine, US Officials
Say

By LEE FERRAN

Ukraine power cut 'was cyber-attack’
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Securityand Quality Improvement
in the Production System Lifecycle (SQI)

Christian Doppler Labor
https://www.sqi.at/

SMS ® group Q
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Team & aktuelle Grundlagenthemen

Edgar Weippl

Laborleiter
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Johanna Ullrich Dietmar Winkler
»Blackouts durch Botnetze — Utopie ,Prozessverbesserung im Anlagen-Engineering®
1% oder Wirklichkeit?*

Nicholas Stifter

,,Jowards Sustainable Blockchain
Engineering®

Kristof Meixner

»Effiziente & flexible Testautomatisierung im
Anlagen-Engineering"

Matthias Eckhart

,»Mit dem digitalen Zwilling zur
sicheren Produktion®

Felix Rinker

,Software-Okosystem fiir paralleles
i Anlagen-Engineering™
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Der digitale Zwilling

Die Anfange

“A digital twin is an integrated [...] simulation of a
[...] system that uses the best available physical
models, sensor updates, [...] etc., to mirror the life of
its flying twin. ”’ (Shafto et al., 2010)

« Konzept aus der Raumfahrt
o NASA
* Gedachtals Unterstiitzung bei Zertifizierung
& Mission selbst
 Im Kontextunserer Forschung:

o  Digitaler Zwilling lauft parallel zum
physischen System
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Physical Domain

Virtual Domain

Quelle: Schleich et al., 2017




Architekturvon CPS Twinning

Devices with
Configurations

Security and
Safety Rules

Network Setup

Logic (SFC, ...)

Domain Knowledge

Physics Rules

Device Templates

Security and
Safety Rules

Management
Client (Viz)
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Zusammenfassung

Security
e00000

Safety

O Qualitat

Motor 1
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Matthias Eckhart

SBA Research gGmbH

Favoritenstralle 16, 1040 Wien

+43 664 448 34 35

MEckhart@sba-research.org
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Ein Fonds der
Stadt Wien
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