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Source: Checkpoint research - Cyber Security Trends 2018 Mid _Year Report

Check Point Research indicates CRYPTO MININERs are on the rise
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EMEA Timeline

Country: South Korean
Country: Germany Country: Finl Sector: Government

Sector: Government Sector: P Entity: South Korean cryptocurrency
Entity: Interior Ministry and other 5 exchange

unspecified ones Attack Consequence: Data Breach
Attack Consequence: Data Breach

i Size: $40 million in altcoins
Size: 2.9 Million Norwegians personal C U r re nt ! A A

A A
SELE Facebook access token '
compromised, 50 Million
accounts are vulnerable

10% of compromised users are

from Ireland hence Facebook | !

can be fined up to $1.63 billion : v

Country: under the nation's General Data . :
Sector: Pr . . . istry of Health and Ministry -------
Entity: Pre Protection Regulation (GDPR) if nications

Attack Conse¥ confirmed quilty!! onsequence: Data Breach
Size: 6 Million p .5 million personal data records

Country: Norway
Sector: Health
Entity: Health South East RHF
Attack Consequence: Data Breach
Size: 2.9 Million Norwegians personal

v
Country: UK

Sector: Transportation

data Entity: Tratfic Fine application 'Ly Eitish Rirvges
Source: ) ) Attack Consequence: Data Breach
Checkpoint research - Cyber Security Trends 2018 Mid Year Report Attack Consequence- Data Breach Size: 300K Pa?yment Card Data
thehaclfemew&cor/ﬂ Size: 1 Million users' login usernames com. T~
europol.europa.eu/newsroom
securityaffairs.co and passwords P ot

theguardian.com
ncsc.gov.uk E I
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Attack Evolution »

Check Point Research indicates “97% OF
ORGANIZATIONS ARE USING OUTDATED 9
CYBER SECURITY TECHNOLOGIES" in
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Source: Checkpoint research - 2018 Security Report .
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Security
Information
& Event
Management
and Security
Operations

SOC

People, Process




Stakeholder Expectations

The various stakeholders have differing expectations as to what the SIEM SOC should give rise to!

BUSINESS

Cyber attacks that target our core business
are responded to in a timely manner in order
to reduce the impact

2
QAR
BOARD

What is our return on investments in people,
process and technology to protect
information assets

@

SECURITY

Identifying internal and external threats to
safequard the organization's interest

I

J

IT

Identify threats related to my technology
platform so that | can serve my business

=

CUSTOMERS

The information that | have shared with the
organization is adequately protected from
internal and external attacks - Digital trust

REGULATORS

What measures companies have taken to
protect customer information and ensure
compliance with applicable laws



Traditional SIEM
Security Operation

* Monitor few assets without
business or threat view

* |Implementing default use-case

« Partial monitoring

* Reactive response model

« Monitoring using dual role
resources

» Resources with limited skills

e Less or no innovation and
adoption to new monitoring
technologies
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The traditional strategy involves securing the perimeter, W h at I S a

integrating a few important applications and building default
use cases. However, receiving the best benefits from your

e \ b o
) deri viedi ional .
SIEM SOC requires considering a multi-dimensiona | m u It I d I m e n S I O n a I

approach. |
"’ ‘ ?
e \ SIEM SOC strategy-
4ld CONTEXT *.l
SECURITY  \\
A clear understanding of \ \
threats that affect the SOV \\\ I:||:| TECHNOLOGY
business operation What information is needed N CONTEXT
to identify the threats that / ) . |_) PROCESS
are affecting the business tSeIEctllon Oft:]h?c ;'Eh:h (—I CONTEXT
piipr;::gy Al Defining, streamlining and
PEOPLE - testing processes to
support operations and
CONTEXT GOVERNANCE incident response
Training and awareness of
cyber security and incident CONTEXT EXTERNAL
handling A strong governance with CONTEXT
direct leadership supervision INTERNAL
Consider the legal, requlatory CONTEXT

and compliance aspects as

non-functional requirements Consider adherence to

internal policies, staff council
- agenda, contracts, etc.

e
EY



5
5 @
Next Gen
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SIEM View  §::
3
g = D Mobile Vulnerability Cloud Management Application, APIs, Perimeter Network Control loT
o ° : Management System data stores &  Security Traffic Systems
¢ 2 systems infrastructure

Monitoring Data

« SIEM SOC is part of holistic o5
. 5 3 f._ A
cyber security strategy and =2 Q) @
not t.o see as lsolgted sqlutlon 5%
0 Monltor assets Wlth bUSIﬂQSS %5 Threat Intel Traffic Behavioral Artificial Business Centric
and threat view <= Analysis Analytics Intelligence & Use-cases
. . machine
* Implementing well thought ATELEE learning
through threat centric
correlated use-case ) )
. . g A
. 24]7 Monitoring 5 @
* Proactive monitoring model =
» Using automation for = Business Data Experts Automation
response intelligence Science
4 5 9 Response
« Adopt new innovation like Al, .
Robotics, Behavior analytics >
etc. g o
« Holistic cyber view g @“fr’
3
§ Communica Root Cause Contain, Response
= tion and analysis remediate, Automation
D

governance recover



Modern Threat
execution process

N
N/
Target & Attack

Reconnaissance Infection
(Threat Actors)

Command & Lateral
Phishing etc..) Control Traversal

(Social Engineering,

"Mean time to detect is long”

Signes ignored Data Lost among Does not fall under Right level of log
other information regular detection data are not
use cases collected




Example:
“HIDDEN COBRA

- FASTCash
Campaign”

The US-CERT has released a
joint technical alert from the
DHS, the FBI, and Treasury
warning about a new ATM
scheme being used by the
prolific North Korean APT
hacking group known as Hidden
Cobra

Bank Servers Hacked to Trick
ATMs into Spitting Out Millions
in Cash

x200 Financial
Request Message

with Legitimate PAN

x200 Financial
Request Message
with lllicit PAN

x210 Approved

Financial Response

Message

https://www.us-cert.gov/ncas/alerts/TA18-275A

[ ISSUING BANK

COMPROMISED SERVER
o\

Approve
(or Decline)

Payment
Switch
Application



“FASTCash

- 11
campalgn . Spear-phishing emails
postmortem . Infect user device and lateral movement of the executable

. Payment Switch Application is infected with the exploit
. Inspecting and inbound financial request messages at the

Method: transport layer for a particular account numbers using a
Spear-phishing emails, containing function
malicious Windows executable, . The function then check:
against employees in different If (the incoming PAN is not part of the illicit PAN list)
banks Then (send the request to issuing bank for processing)

Else ( a. drop the message from sending to processing bank
Target: b. malicious code creates a valid response for processing

Banks in Africa and Asia c. block any declined messages if necessary)

Vulnerability:
Access and Network exploitation

and AlX executables >

Reconnaissance Infection Command & Lateral Target & Attack
(Soc ring

(Threat Actors) Control Traversal

Threat Actor:
North Korean APT hacking group
known as Hidden Cobra.
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Key to the fort
,Business relevant
threat based Use
case Modeling"

ldentify threat ldentify logs
sources
 Cyber Fraud that * Netflow,
includes payment system
phishing, spear logs, request and
phishing, response logs,
vishing, Walling transaction
system logs,
change logs

.~ Threat:
Cyber Fraud

L.
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Define the use Define alert Analyze and
cases rules Respond

Deference between  Alert when thereis <« Analyze a?md

Cash balance in ATM a variation between “catedories the

vs total amount of served amount vs incident

processed processed amount

transaction by * Whenalevell

payment banks » Alert Unauthorized incident is
Changes triggered, suspend

Unauthorized the ATMs from

changes to the * Keep the anomalies operations

switch application in the watch list and

server further carryout * ¢ Further Investigate
investigations and mitigate

Transaction pattern

anomalies in the « Communicate to

payment switch stakeholders st
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Success factors




