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Problem & Motivation

» Reconnaissance in IPv6 remains an open problem due to its sheer
address space.

» However, the amount of error messages usually exceeds the amount
of positive replies in IPv6.

» We investigate whether error message allow to infer the deployment
status of an IPv6 network.

Methodology

» Behaviors of virtual router appliances are monitored in a lab setup.
» Results are cross-checked with response behavior in the wild.
» Contribution of error messages to active network detection is shown.

Response Behavior in the Wild

Based on a list of addresses known to be active, we generated test cases
that represent (l) probing of an active network, and (ll) probing of an in-
active network.
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Figure 1. Active network responses

More than 50% of active networks respond with “Address Unreachable”
with a RTT > 1s. In contrast, inactive networks react differently. We found
requests to 20.8% of inactive networks result in a routing loop.
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Figure 2. Inactive network responses

Conclusion

» Error messages can be used to infer the deployment status of an IPv6
network. Therefore we recommend a two-step approach for [Pv6
measurements: 1) Detect active subnets. 2) Investigate active subnets
for active hosts.

» We detected numerous routing loops in IPv6.
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Lab Environment

We investigated response behavior of routers in a laboratory setup and
found error message types to be ambiguous. For example, “Address Un-
reachable” is used for an inactive host in an active network, but also in
case of an active reject route.
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Response Timings in the Wild

There is a difference in timing of "Address Unreachable” messages that
allows to gain insight into the remote network’s status.
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Figure 3. CDF of round-trip times (in seconds) per message type

Demonstration

» /64 Enterprise Networks: We scanned all directly allocated /48
networks from Gasser’s hitlist. Based on Addr (rtt>1) we found around
39.5 active subnets for each network, while the hitlist only shows 3.23
subnets per network.

» 7 /SP Network: Error Messages allowed us to differentiate between
custom home routers and ISP proprietary routers in use. We detected
only 0.5% of home connections use custom routers.

» 7 /SP Business Network: We know from at least one network range of
our research partner to be active. While we detected 41 other active
networks through Echo Replies, 29 were solely detected by
Addr(rtt>1), enhancing the results by about 70%.
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