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Figure 3 Percentage of websites and Android applications reached by the Top 15 Activated Boowser Extension

companies that provide third-party services. The results show the total reach (plain) as

-7 , . Figure 5. Protocols used for requests to distinct third-party domains.
well as the reach after the application of each blocking solution.
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Figure 4: Sum of included third-party domains with 2-20/20-200/200-10,000
inclusions which are not blocked by a specific browser extension in relation to the plain
profile. In all graphs: the lower an extension is on the y-axis, the better (i.e., less
third-parties remaining).
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Figure 6. Categories blocked by different extensions, and all extensions combined.
The data shows the categorized and aggregated numbers of the 30 most popular
third-party services in our sample of 123,876 websites.

Conclusion

» A lot of traffic is still distributed through insecure channels (HTTP instead of HTTPS).
» Blocking tools differ greatly in performance and can have blind spots (e.g., not blocking smaller third parties).
» Third-party inclusions pose unique challenges on mobile devices (e.g., rooting of devices needed for blocking).
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