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Setting the scene

Software containing a secret (e.g.
a cryptographic key)

&
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Why software protections?

System
architecture

Cryptographic
key . .
Protection of some secret in software!

Sophisticated

Copy- algorithm
protection

mechanism
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Attack scenarios

Analysis Modification Distribution
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Two major research directions
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Definition by Collberg et al.

Let P - P’ be a transformation of a source program P into a target

program P’. The transformation P 2, Pis an obfuscating transformation,

if P and P’ have the same observable behaviour. More precisely, in order for

P L P tobea legal obfuscating transformation the following conditions

must hold:

e If P fails to terminate or terminates with an error condition, then P’
may or may not terminate.

e Otherwise, P’ must terminate and produce the same output as P.

(Collberg et a. 1997)
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From: Mickey Kottenhahn

#!/usr/bin/perl -w
use strict;
$_='ev
al("seek\040D
0;");foreach(1..2)
@came l1hump; my$came
){$_=sprintf("%-6
1=split(//);if (defined($
p=split(//);}while(@dromeda
;my$CAMEL=3; if (defined(
t(@dromedaryl ) )&&/\S/){$camel1hump+=1<<$CAMEL; }
$CAMEL——;if(d efined($_=shift(@dromedaryl))&&/\S/){
$camellhump+=1 <<$CAMEL;}$CAMEL——;if(defined($_=shift(
@camellhump))&&/\S/){$camellhump+=1<<$CAMEL ; }$CAMEL——; if (
defined($_=shift(@camellhump))&&/\S/){$camellhump+=1<<$CAME

ATA, 0,
{;my
my$Camel ;while(
9s",$_) ;my@dromedary
_=)){@camel1lhum
ry1){my$camellhump=0

From: Mark Hill
>From

$b="24P7cP3dP31P3bPaP28P24P64P31P2cP24P64P32P2cP24P73P2cP24P67P2cP24P7
2P29P3dP28P22P31P30P30P30P30P22P2cP22P31P30P30P30P30P30P22P2cP22P4aP75

41P6eP6fP74P 68P65P72P20P50 P65P72P6CP2 0P48P
3P6bP65P72P22P  29P3bPaP40P6dP 3dP73P70P6cP6  9P74P
fP2fP 2cP22P 2cP2eP3aP21P2 bP2aP 30P4f P4eoP2
PaP24 P6eP3 dP6c P65P6 eP67 P74P6
P24P7 3P3bP aP24 P75P3 dP22 P20P2
P24P6 eP3bP aPaP 70P72 P69P 6eP74
22P5c P6eP20 P20P 24P75 P5cP7 2P22P
PaP66P6fP72P2 8P24P7aP20P 3dP20P31P3bP 20P24
3cP3dP24P6 eP3bP20P24 P7aP2bP2bP 29P20
aPaP9 P77P28P24P6 4P31P29P 3bPaP

From: Eli the Bearded
Clinton A. Pierce wrote a program a while

into ascii art. He posted it to comp.lang.
this year. A Google search (groups.google.

the subject line of the first message was
hack for your enjoyment", and had this pe

#!/usr/bin/perl -w

'% k % % *x % %<>
* %~ %k % % k% k k% x
* % % *x % % k % k<> % % ~ % %
* % % % % % % * %

*[] % % * % % *

ago to embed sekret messages
perl.misc in early Feb of
com) should find the thread,
"Apologies to Joyce Kilmer, a
rl script:

*
% * %
% * %
* %

* k % % % % % % k[]<> % % % %k %k k kX % % k<

% k k % % % k k % ok k k \ *x %\ k *x *x %/ \ # % % %
% % % *k\ x /\ *x x// % %\ <>\ // %%/ % \// % *x%
* 3k K\ \|| \\/ / % %// \\ *\ /<>5%// %// % %<>
*% k% \ | | |1/ % || 1/ NI/ % /] *xx5%

; }$camel.=(split(//,"\040..m" {/I\047\134}L~7FX") ) [$camellh
ump] ; }$camel.="\n"; }@camellhump=split(/\n/, $camel); foreach(@
camel1lhump){chomp; $Camel=$_; tr/LIF7\173\175"\047/\061\062\063
45678/;tr/12345678/JL7F\175\173\047" /; $_=reverse;print"$_\040

$Camel\n"; }foreach(@camellhump){chomp; $Camel=$_;y/LIF7\173\17

P72P3 dP69 P6eP74P28 P72P6
P64P2 8P24 P6eP2 9P29P 3bPaP
P67P3 dP73 P75P6 2P73P 74P72
24P73 P2cP24P72P2cP 31P3b  PaP9P  24P67P20P3fP20

5°\047/12345678/;tr/12345678/JL7F\175\173\047" /; $_=reverse;p
rint"\040$_s$Camel\n" ] 5 3 H eval

("seek\@40DATA, 0,0

;~.x_;; ;map{eval”p BN . H \124
\1 50\145\040\165\163\145\040\157\1 46\040\1 41\0
40\143\141 \155\145\1 54\040\1 51\155\ 141
\147\145\0 40\151\156 \040\141 \163\16 3\
157\143\ 151\141\16 4\151\1 57\156
\040\167 \151\164\1 50\040\ 120\1
45\162\ 154\040\15 1\163\ 040\14
1\040\1 64\162\1 41\144 \145\
155\14 1\162\ 153\04 0\157
\146\ 040\11 FAVZYAN 122\1
45\15 1\154\1 54\171 \e40
\046\ 012\101\16 3\16
3\15 7\143\15 1\14
1\16 4\145\163 \054
\040 \111\156\14 3\056
\ 040\ 125\163\145\14 4\040\
167\1 51\164\1 50\0 40\160\
145\162 \155\151
\163\163 \151\1
57\156\056
# camel code, copywrite 2000 by Stephen B. Jenkins
# The use of a camel image with the topic of Perl
# is a trademark of 0'Reilly & Associates, Inc.
# Used with permission.

6fP20 P9P7bP20PaP9P9 P9PIP 9P66P 6fP72P20P28P24
3dP30 P3bP24P6bP3cP3 9P3bP 24P6bP 2bP2bP29P20P7b

P9P73P75P6 2P73 P74P 72P2
31P29P3dP24P 6dP5 bP24 P6bP 5dP3bP20Pa  P9P9 P9P9
P70P 72P69 P6eP  74P2 0P22 P20P20P24P 75P 5cP
2P3b PaP9 P9P9  P9P9 P9P7 7P28 P24 P6
P29P 3bPa P9P9  P9P9 P9P7 dPaP 9P9

P9P7 3P75 P62P  73P7 4P72 P28pP 24P7

P24P 72P2c P31P 29P3 dP24 P67P3bP20P  aP9P9
P7dP20PaP9P 9P3a P20P 72P6 5P64P6fP3b PaP9
75P62P73P 74P7  2P28 P24P 73P2cP24P7 2P2c
29P3dP2 2P30 P22P 3bPa P9P7 oP7
P6eP74P2 oP22 P20P 20P2 4P75 P5c
22P3 bPaPa P7dP  aPaP 77P2 oP28 P24
32P2 9P3bP aP70  P72P 69P6 eP74 P2 oP2
P20P  24P75  P2@P21P5cP7 2P22P3bPaP 73P6cP65P6 5P7 0P20
3bPa P70P7 2P69P6eP74P 20P22P20P2 @P24P75P20 P21P 5cP6
P3bP aPaP7 3P75P62P2  @P77P20P7b PaP9P24P6c P3dP73

8P24P75P2c P24P72

6P
74P3bPaP9P66P6TP72P28P24P6aP3dP30P3bP24P6aP3cP24P6cP3bP24P6aP2bP2bP29P
7bP7dPaP7dP" ; $b=~s/\s//g;split /P/,$b;foreach(@_){$c.=chr hex};eval $c

The above Perl scripts prints out "Just Another Perl Hacker !" in an
animation of sorts.

S} % *»—\ \|/ %||/ [/ —
% ok K\ ___ Al 7 L
N | & 7Z i/
\ N/ yid
=~m/(.x)/s;$_=$1;
s![-\\|_/\s]!!g
;%e=('%",0,
'at,132918,
'~'=>18054,
'@'=>19630,
'x' =>0b01,
'#'=>13099,
'[1'=>4278,
'<>'=>2307,
'{}'=>9814,
'()',2076);
for $a(keys
%e){se{$a}=
sprintf"sb"
, $e{sal;}
$y= qq{(}.join(
Y| ,map "\Q$_\E"
ykeys %e).qq{) };s/$y
/$e{$1}/gex;print pack"Bx",

=/ / * % % *
—/ % %

$_;

Source:

https://asc

.co.uk/art/perl
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Classification of obfuscating algorithms
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Data obfuscation
* Make data look different

* Goal: An attackeris unable to locate data based on its known structure

* Example: AES key
o 128,192, or 256 bit
o High entropy
o Often: pre-calculated round keys after the main key
o aeskeyfind: program to locate an AES key in a captured memory image

19.11.21 Software Protections | ICSSA 2021 | Dr. Sebastian Schrittwieser Page 10
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Data obfuscation
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Reordering data

* Variables can be split into two or more pieces
o Mapping managed by two functions (splitting at obfuscation time,

reconstruction at runtime)

* Example: Splitting booleans

o Split a boolean variable x into two parts p and g
o p and g shall be set in different parts of the program
o Encoding: Choose one of the representations randomly

o Decoding: Many possibilities
- Check, whetherp==q
- Calculate p XOR g, with ,true®... 1

--

true

false

false

true

false

false

true

true

false

true

false

true
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Classification of obfuscating algorithms
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Opaque predicates

* Opaque expression: Expression whose value is known at obfuscation time,
but difficult for an attacker to figure out

* Most common are opaque predicates (boolean valued expressions)

true false true false true

_U
_|
1
1
1
1
1
1
1
1
_U
-
o
~

d———————————
————————————

false
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Opaque predicates

xmod2=0
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Opaque predicates

x2mod2=0
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Opaque predicates

(2x) mod 2=0

PT
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Name scrambling

public long convert(float amountDollar, float rate)
amountEuro = amountDollar * rate;
return amountEuro;
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Classification of obfuscating algorithms
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Dynamic code rewriting
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Virtualization

* One of the most advanced techniques for binary obfuscation

* Converting the program’s functionality into byte code for a custom virtual
machine interpreter that is bundled with the program

* The virtual machine interpreter and payload can be different for each
instance of the program (polymorphism)

19.11.21 Software Protections | ICSSA 2021 | Dr. Sebastian Schrittwieser Page 23
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Kochberger, P., Schrittwieser, S., Schweighofer,
S., Kieseberg, P., & Weippl, E. (2021). SoK:

Automatic Deobfuscation of Virtualization-

protected Applications. In The 16th

International Conference on Availability,

Reliability and Security.
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Protection evaluation

* In contrast to cryptography, it is very difficult to make a statement about the
strength of an obfuscation

* Protection strength depends on a variety of parameters, including the
motivation and creativity of a human analyst

* Collberg et al. proposed a taxonomy for obfuscations in 1997
o Potency, resilience, cost, stealth

19.11.21 Software Protections | ICSSA 2021 | Dr. Sebastian Schrittwieser Page 25
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Potency

* A potent obfuscating transformation makes at least one analysis
method harder to perform and no analysis easier

* Mila Dalla Predat! presented a potency framework based on abstract
domains

o Comparing the properties that are preserved by obfuscation
transformations

o A transformation that preserves more properties is weaker than one
than preserves less

o Often, domains of obfuscating transformations are not comparable
o Example: (very simple) data obfuscation

1 Mila Dalla Preda. Code Obfuscation and
Malware Detection by Abstract Interpretation.
Ph.D. thesis, Dipartimento di Informatica,

Universita’ di Verona, 2007.

19.11.21 Software Protections | ICSSA 2021 | Dr. Sebastian Schrittwieser
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Potency
Both obfuscations
/ preserve the Sign
-1 if x<0 property |
Sign(x)= 4 O ifx=0
T,(x)=2-x L1 x>0
T,(x)=3-x r ‘/} Only T, preserves
..} 0 if even(x) the Parity property
Parityk= 1 fodd(x)
Two simple data obfuscations Properties Sign and Parity T, preserves less, thus is more potent

Source: Surreptitious Software, C. Collberg and J. Nagra
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Potency

* How much more obscure (complex, unreadable) is an obfuscated
representation of a program (for humans)

* Often evaluated with software complexity metrices
o E.g., counting textual properties of the source code, cyclomatic complexity
o Usually, the goal in software engineering is to make code less complex
o A potent obfuscating transformation makes code more complex

* QMOOD (Quality Model for Object-Oriented Design) for Java code
o Metric for understandability including abstraction, encapsulation, etc.
o Relative metric that can only be used to compare two program versions

* \Visual Studio Code Metrics

19.11.21 Software Protections | ICSSA 2021 | Dr. Sebastian Schrittwieser
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Potency
main() {
main() { T S1;
g; — kiqj(5==2) S1;
} } if (1>2) So;

* This obfuscating transformation is potent (it makes the code more
complex)

* However, is it almost useless, because it can be undone easily

Source: Collberg et al. (1997). A taxonomy of obfuscating transformations. University of Auckland
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Resilience

» Strength of a transformation against an automatic deobfuscator program
* Two properties

o Programmer effort

- The amount of time required to construct an automatic deobfuscator for a
particular obfuscating transformation to effectively reduce its potency

o Deobfuscator effort
- Execution time and space required to run the deobfuscator

19.11.21 Software Protections | ICSSA 2021 | Dr. Sebastian Schrittwieser Page 30
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Resilience

Programmer
(b) effort

A

Inter-
process — full full
(a)
Inter-
trivial weak strong full one-way procedural | strong full
| | I | |
i i i i >
low high Global  — weak  strong
resilience resilience
Local —— trivial weak
| | Deobf-
| | >» uscator
Poly Exp effort
time time

Source: Collberg et al. (1997). A taxonomy of obfuscating transformations. University of Auckland
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Potency and resilience in a nutshell

confuses
e B <> )
humans
[ A RB RN
confuses = =
Resilience > - -
Innnnn

deobfuscator programs
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Cost

« Computational overhead (runtime, memory consumption, etc.) of an
obfuscating transformation

* Measurement easy compared to potency and resilience

* However, meaningless without potency/resilience measurements

* What are acceptable costs?
o Highly depending on the concrete use case

19.11.21 Software Protections | ICSSA 2021 | Dr. Sebastian Schrittwieser Page 33
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if executing P’ requires expo-
dear  nentially more resources than

.

if executing P’ requires
def | costly O(nP), p > 1, more resources

Teost(P) = than P.
. . ! .
ahea if executing P’ requires O(n)
more resources than P.
P if executing P’ requires O(1)
\ more resources than P.

Source: Collberg et al. (1997). A taxonomy of obfuscating transformations. University of Auckland
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Potency, resilience, and cost

OBFUSCATION QUALITY
TARGET OPERATION TRANSFORMATION PoOTENCY | RESILIENCE | Cost METRICS | SECTION
Scramble Identifiers medium one-way free 5.5
Layout
Change Formatting low one-way free 5.5
Remove Comments high one-way free 5.5
Insert Dead or Irrelevant 1542543 6.2.1
Control Compu- Code _ Depends on the quality of
tations Extenc-l Loop Condition the opaque predicate and the M52, 143 6.2.2
Reducible  to  Non- | nesting depth at which the 152543 6.2.3
Reducible construct is inserted.
Add Redundant Operands 1 6.2.6
Remove Programming Id- | medium strong T 1 6.2.4
ioms
Table Interpretation high strong costly 1 6.2.5
Parallelize Code high strong costly 41 5 f42 6.2.7

Source: Collberg et al. (1997). A taxonomy of obfuscating transformations. University of Auckland
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Two major research directions
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Definition
* Formal definition by Barak et al [2001]

* An obfuscator Ois a “compiler” which takes as input a program P and
produces a new program O(P) such that for every P:

o Functionality: O(P) computes the same function as P

o Polynomial Slowdown: The description length and running time of O(P)
are at most polynomially larger than that of P.

o “Virtual black box” property: “Anything that can be efficiently computed
from O(P) can be efficiently computed given oracle access to P*

19.11.21 Software Protections | ICSSA 2021 | Dr. Sebastian Schrittwieser
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Virtual black box

* Gaind tremendous attention
since 2014
o Papers until 2013: 12

o Papers 2014-2021: 117

- 2-Quanta i Physics Mathematics Biology =~ Computer Science  Topics  Archive Od 2 Q

Computer Scientists Achieve ‘Crown
Jewel of Cryptography

0170010701 10013.2 190 101011001010110
lQM@ll@V@ljFWN\”’ Wll@V@ll@V@

1

(DO0100- Ol@@@jki AT 7@@111@@10@—1

011001601011 /uidé%;(- 1011001010711

100100- CHIXM H0011100100-

J“i@ @17 L9101
/O @ ¢_J.' /1\1@ CL(/M_AIJ//L’Ql l@//@
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Indistinguishability obfuscation

* ,One cryptographic primitive to rule them all” (Barak, Harvard University)
o First proposed by Barak et al [2001]

o First candidate indistinguishability obfuscation from assumptions over
multilinear maps in 2013

o Since then, many more concepts were published

* C, und C, are two different circuits that both compute the same functionality
o Obf(C,) and Obf(C,) are indistinguishable

o Meaning: If there is more than one way of implementing a particular
functionality, the obfuscated version doesn't reveal anything about the
chosen implementation of the functionality

19.11.21 Software Protections | ICSSA 2021 | Dr. Sebastian Schrittwieser
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Equivalence problem

* Basic idea of Turing’s halting problem
o Boolean method HALTS

o HALTS performs arbitrarily complex analysis of a program to find out if
the program halts or runs forever

o HALTS itself must be a method that halts
* Turing showed that computing whether a program halts is impossible for
some programs with a counterexample

o From this negative result, the equivalence problem can be derived

- We have two programs: one always halts, the other one is Turing’s
counterexample — are these programs equivalent?
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Provably secure obfuscation?
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Virtual black-box property in real-life use cases

boolean 1sValidPassword (String password) {
1f (password.equals (‘mySecretPassword’))
return true;
else
return false;
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Virtual black-box property in real-life use cases

boolean 1sValidPassword (String password) {
1f (shabl2Z (password) .equals ('d32b568cdl[..]08eab’))
return true;
else
return false;

19.11.21 Software Protections | ICSSA 2021 | Dr. Sebastian Schrittwieser Page 44



g2h Lniversitat
. Jwien

Point functions
* Return 1 for one specific input
 Return 0 for all other inputs

 Can be used for obfuscation
o Hierarchical access control
o Regular expressions
o Database relations

* Always based on challenge/response
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Future of indistinguishability obfuscation
» Seemed to be impossible a few years ago
» Still, research is not even close to something useful in practice

» Often compared to progress in homomorphic encryption
o Allows performing computations on encrypted data without decrypting it
o Also seemed impossible, but real-world use-cases do exist now

* Interesting read from 2020

o https://www.quantamagazine.org/computer-scientists-achieve-crown-
jewel-of-cryptography-20201110/
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Conclusions

* Obfuscations based on increasing the complexity of the code are heavily
used for more than 3 decades both to protect benign software an well as
malware

* Measuring the strength of on obfuscation is challenging as it depends on
multiple factors including an attackers skills

* Indistinguishability obfuscation is based on cryptographic primitives and
might revolutionize software protections in the future

o Gained a lot of attraction after a break-through paperin 2013 presenting
a first candidate indistinguishability obfuscation

o Today, however, no practical concept exists
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Thank you for your attention!




