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The Human Microbiome

Microorganisms in and on the human body, such as
bacteria, fungi and viruses

Examples for body sites hosting microorganisms are:

• Organs such as the skin and the lung

• The mouth: teeth, gums and saliva

• The gastrointestinal tract

Our body needs the microbiome to function properly
Dysfunctions in the microbiome are linked to several diseases
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Microbiome Data

Extract from a report on microbial species found at ‘buccal mucosa’ (inside of the cheek)

Relative abundance: Each column (sample vector) sums up to 1.
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Personal Microbiome Identification

Q: Is it possible to identify individuals in a microbiome database?

We consider two datasets like above:

• D1 with samples at some initial point in time

• D2 with samples (from the same individuals) at a later time

Task of PMI
For each sample in D2, identify samples from the same
individual in D1.
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Two main approaches:

1. Franzosa et al. (2015): Based on comparison of most
abundant and stable features

2. H. et al. (2022): Based on computation of distances
between sample vectors (“nearest-neighbors”)

Results
• Up to 94% correct re-identifications on gut microbiomes

• High temporal stability and individual uniqueness
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Data Synthetization

Q: Can we prevent PMI and still make the data available?

We are not always interested in local details of the data.
The analysis often focuses more on global trends.

Idea: Publish some data that resembles the real data

• Preserve global characteristics:
Distribution of attributes, correlations between them

• Published data does not contain real individuals
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General workflow of data synthesizers:

1. Data Description
◦ Original data is used to build a model
◦ Information about distributions and
correlations, etc.

2. Data Generation
◦ Model is used to generate data samples
◦ Global properties of resulting synthetic dataset are
similar to the original...

◦ ...but the samples do not represent real individuals
(No 1-to-1 correspondence)
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Data Synthesizer Tools

We considered two freely available tools.

1. Synthetic Data Vault (Python): N. Patki et al., 2016
◦ Different models for learning
◦ We used method based on Gaussian Copulas

2. Synthpop (R): B. Nowok et al., 2016
◦ Highly customizable
◦ We used the default synthesis method: CART

7



Experimental Setup

• We used six datasets from the “Knights-lab” repository1

• 128-172 gut MB samples and 557-943 features

• Classification tasks concerning diseases

Preparation
• Preprocessing specific to MB data (filtering, binning)

• Stratified 5-fold cross validation to get train and test data

• ML models: Random Forest and Support Vector Machine

1https://knights-lab.github.io/MLRepo/
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For each split:

1. Apply the data synthesizers to the training data

2. Use the original and the synthetic training datasets as
input for the ML models

3. Evaluate their performance on the same test data, using
ROC-AUC

The overall process is repeated 10 times to get reliable results
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Results
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Privacy Assessment

• No 1-to-1 relation between synthetic and original samples

• However, are there close local similarities?

• If yes, there might be vulnerable original records

Sample Similarity Check
For each synthetic sample s: Find the minimal distance ds to a
sample in the original dataset (“nearest neighbor”)
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Morgan CD dataset; X-axis: minimum distance; Y-axis: number of records

• Synthpop generates samples close to original records

• SDV produces much larger differences on average
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Summary

• Both SDV and synthpop performed well
• AUC scores mostly±5% from original
• synthpop generates vulnerable samples
SDV seems “safer”

• However, synthpop allows trade-off between
utility and privacy risk reduction
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