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What is Double Spending?

Double-Spending Attack:

In a double-spending attack, an adversary attempts to deceive 
a victim into performing an economic transaction directed at 
the adversary on the basis of a presumed valid system state, 
which is later revealed to be stale or invalid. Hereby, the 
adversary’s goal is to be able to reuse any of the resources that 
form the basis of the economic transaction for other purposes.

SBA Research, 2021
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State Instability in Nakamoto-Style Ledgers

  

● No consensus finality – in principle any ledger state can change
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Equivocation-Based Double-Spending 

● In Bitcoin’s statless UTXO model equivocation is necessary*
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(Opportunistic) Algorithmic Double-Spending (OpAl)

● Stateful smart contract platforms can offer transaction 
semantics that dynamically depend on ledger state or 
context i.e., transactions can have different outcomes   

● Basic idea: use state-information to determine if transaction 
is executing in a fork (fork oracle) and trigger attack:“IF this transaction is included in a blockchain that contains a block with hash 0xa79d THEN pay the merchant, ELSE don’t pay the merchant.”
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(Opportunistic) Algorithmic Double-Spending (OpAl)
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Algorithmic and Equivocation Double-Spending 
can have the same logical outcome
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Implications of Algorithmic Double Spending?

● Replaying transactions in forks risks triggering hidden attacks 

● The attacker does not need to know about the fork

● Monitoring strategies looking for equivocations do not work

● Unintentional double-spending due to state-dependence

● Replaying the same set of transactions in a fork may not yield 
the same result, even if the initial state is the same
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What is Semantic Malleability?

semantic malleability (informal):

Given a transaction 𝑡, it may have different semantic 
outcomes, depending on the ledger state and 
environment upon which 𝑡 is executed.

➔ Transaction outcome can be influenced, e.g., through transaction 
ordering (consensus), frontrunning (MEV, sandwich attacks), acting on 
stale information, etc.
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Robustness against Semantic Malleability

Eventual replay validity:
If a transaction t is found executable (valid) in some state  , then it σ
either remains executable (valid) or has already been executed in 
predecessor states of  σ

Replay equivalence:
A transaction t satisfies replay equivalence, if executing t in all 
candidate states where t is executable (valid) leads to the same 
changes in the respective (sub)states

*Assuming that no transaction equivocation happens

Necessary properties for a ledger that is robust against semantic 
malleability:



11

Algorithmic Double-Spending through invalidation

● A (valid) transaction is semantically malleable if it can be (permanently) invalidated
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Analysis of Different Ledger Designs
● Bitcoin

– Its stateless UTXO model is mostly robust
– Coinbase transactions violate replay validity

● Cardano
– Extended UTXO Model (stateful, only one valid state transition)
– Limited access to ledger context
– Validity of transactions can be limited (replay validity violated)

● Ethereum (and similar EVM-based designs)
– We provide an (economically viable) Proof-of-Concept attack
– EVM opcodes that allow access to leger context e.g., (BLOCKHASH)
– Easy to violate replay equivalence
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Additional Cost for PoC OpAl Attack in Ethereum
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Empirical Analysis of Ethereum Transactions

EVM Opcode occurrence within execution traces of 922 562 transactions 
from 5000 blocks sampled from block height 14 010 000  to 14 059 099
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Empirical Analysis of Ethereum Transactions

Sample contains 3338 transactions with an OpAl-like opcode signature 
(BLOCKHASH + NUMBER) within 1823 (≈ 36%) of blocks

Also used in PoC OpAl Attack
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Empirical Analysis of Ethereum Transactions

Contracts with the highest number of transaction interactions that contain 
characteristic OpAl-like opcode usage. (?) denotes uncertain categorizations. 
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Empirical Analysis of Ethereum Transactions

Contracts with the highest number of transaction interactions that contain 
characteristic OpAl-like opcode usage. (?) denotes uncertain categorizations. 
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Mitigation Strategies and Future Research

● Improve finality or encourage interaction with finalized state
– What are sensible values for k in forkable ledgers?
– Difficult to upgrade existing designs

● Prevent conditional execution based on ledger context 
– Stateful smart contract designs likely still vulnerable to OpAl

● Transaction Analysis and Monitoring Techniques
– Static and dynamic code analysis 
– Need to look back up to k blocks

● Let’s Go Shopping Defense 
– Questionable ethics

● What is the systemic risk of forks in semantically malleable ledgers?
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OpAl Attack based on Depth-1 Fork Oracle

● Note: Since the Merge future block producers are known in advance 
in Ethereum.



Backup – Unintentional Double-Spending

 
Send 0.075 ETH
Receive 100 DAI

Send 0.075 ETH
Receive 99 DAI

Fork Execution

TX1

TX2

TX1

TX2
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Send 100 DAI to merchant Send 100 DAI to merchant
FAIL: insufficient funds: 

Receive Pizza
Receive PizzaExternal TX
External TXBalance 0 DAI

Balance: 99 DAI

Balance 100 DAI
Balance: 99 DAI
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EVM Opcode occurrence within execution traces of 922 562 transactions from 5000 blocks 
sampled from block height 14 010 000  to 14 059 099

EVM Opcode occurrence within execution traces of 903 675 transactions from 5000 blocks sampled 
from block height 15 510 000 to 15 559 099 – approx 35% of TX contain at least 1 opcode
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Updated Empirical Analysis of Ethereum Transactions

Contracts with the highest number of transaction interactions that contain 
characteristic OpAl-like opcode usage (sample block height 15 510 000 to 15 559 099 )
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