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Introduction

« Tracing the unauthorised usage of anonymised data

« Qur objective is to enable a system that allows:

1. sharing k<-anonymous data with multiple recipients

2. tracing the shared copies in cases of unauthorised re-
distribution or unauthorised usage
— identify the recipient of the anonymised data copy

— identify own signature to prove the ownership of the original data
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Fingerprinting: embedding (hiding) a traceable marker into data that:

o

o

Fingerprinting of microdata:
Fingerprint generation F(SK, id) - [1,0]*
Fingerprint translates to a pattern of modifications of data values
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Requirements:

o

o

|dea: ,reuse” the maodification from anonymisation for tracing

Fingerprint: unique generalisation pattern
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Obtain all generalisation patterns
given the dataset and hierarchies

Discart those not satisfying &-
anonymity

Cluster the fitting generalisation
patterns on their max kand some
utility metric

Treat the cluster as a group of

equally good solutions for
distribution

Collusion filter
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Kieseberg, Peter, et al. "An algorithm for collusion-resistant anonymization and fingerprinting of sensitive microdata." Electronic Markets 24.2 (2014)
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Introduction

1. Obtain all generalisation patterns
given the dataset and hierarchies

2. Discart those not satisfying &-
anonymity

3. Cluster the fitting generalisation
patterns on their max kand some
utility metric —

4. Treat the cluster as a group of

equally good solutions for
distribution

5. Collusion filter
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Problem statement

* Problem statement: find a subset of n(S) k~anonymous datasets S =
{51,S2, -+, Sn(s)} such that:

o  Total utility loss, loss(S) = is minimised

Y
n

o  Variation coefficient of the loss, cv(S) = cv(loss(sy),loss(sy), ..., loss(sy)) is
minimised

o  Cardinality n(S)is maximised

« Objective function: minf(S) = 1 — —min_ 4 [pss(S) + cv(S)

Nmax—MNmi
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Genetic Algorithm

* Genetic algorithm (GA): metaheuristic for solving
optimisation problems inpired by natural selection

1. Initialisation e
. new generatlon\
. . o . // \\ Tl b 1ok
2. Evaluation using fitness function ; XY
. @ e
mutation evaluation o
3. SeleCtlon : each ind}ividual
4. Crossover / Reproduction v 0,2
p ﬁm\\ ) %f’ i:,t/?ﬂ
5. Mutation eproducn  seection

https://www.generativedesign.org/02-deeper-dive/02-04_genetic-algorithms/02-04-01_what-is-a-genetic-algorithm
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Solution with GA: formulation
transformation | LM sup. records Precision AES

*  Fitness function: minf(S) =1 - nn# +10ss(S) + cv(S)  (104,001,00.1,002210 9.77%  0.2037 28.3195

Nmax—Nm

«  Genotype (chromosomes) of a candidate solution S = {sy, s, ..., S, }: [1,0]*max

«  Crossover: two-point Crossover = e T
EEENEE S EECLLE
E|I|(]L|I|Il‘ .nn"“n
: Parent chromosomes U”‘P’"‘E chromosomes

. Mutations:

o Replacing gene within the candidate solution: with a probability of 40% we replace genes from the
candidate solution with new data points from the dataset. The amount of replaced data points is
between zero and a third of the size of the candidate solution (the amount is chosen randomly)

° Adding/removing a gene: with a probability of 60% we add a new gene or delete one. The
probability of choosing to add/remove a random data point from the dataset to the candidate
solution is 50%.

SBA Research 10



normalized sum of generalisation and average class size

=
o

o
@

o
@

o
ks

o
N

Results

» Adult Census: search space of 1,197 3-anonymous data sets

*  Flash k-anonymisation algorithm within ARX toolbox

init. population size = 100
number of generations = 50000
weights of fitness function = [0.01, 1, 1]
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b) Reduced search space: top 100 optimal datasets

Kohlmayer, Florian, et al. "Flash: efficient, stable and optimal k-anonymity." 2012 International Conference on Privacy, Security, Risk and Trust and 2012 International
Confernece on Social Computing. IEEE, 2012.
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Results

normalized sum of generalisation and average class size
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Results
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Concluding remarks and next steps

e Collusion filter after GA

o Making sure that the recipients cannot avoid being traced by
collaborating

* More privacy concerns for data subjects by sharing
multiple anonymised copies?

« Comparison to sequential approach: k-anonymisation then
fingerprinting
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