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VULNERABILITY IN REVERSE VENDING MACHINES

THE CST TEAM OF MATRIS RESEARCH GROUP (SBA RESEARCH) DETECTED A SECURITY VULNERABILITY
IN A REVERSE VENDING MACHINE FOR DEPOSIT BOTTLES

As the effects of climate change are becoming more
visible to the public, citizens, governments, and inter-
national organizations are pursuing new ways to stifle
global warming. In order to encourage recycling and
thus help preserve resources, the Austrian govern-
ment enacted a bill that will introduce a deposit on
plastic bottles and beverage cans by 2025. As the pri-
mary point of contact for returning such containers,
reverse vending machines are integral infrastructure
components.

Not least because of this increased importance, it is
essential to consider that reverse vending machines
may have vulnerability issues, as with every auto-
mated device. Therefore, the Combinatorial Security
Testing (CST) team of the MATRIS Research Group
(SBA Research) performed an investigation of poten-
tial attacks against such devices. Security researcher
Jovan Zivanovic was able to manipulate deposit re-
ceipts using an off-the-shelf receipt printer (available
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to everybody at low cost), eventually enabling him to
obtain free products from a supermarket.

The security of reverse vending machines depends on
two related properties: authenticity and integrity. Au-
thenticity ensures that only receipts that have been
issued by a real reverse vending machine and in-
stalled by the respective store (or chain) are ac-
cepted; integrity means that modifications to existing
vouchers — e.g., by adding bottles that were never re-
turned and thus increasing the value of the receipt -
can be detected. Additionally, it is important to en-
sure that reverse vending receipts can be used only
once, for instance by using a central online registry
that keeps track of all issued vouchers, and docu-
ments whether they have been redeemed. Together,
these security measures help to prevent fraud and un-
foreseen losses; however, they are not always imple-
mented correctly, as the recent investigation shows.
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https://infothek.bmk.gv.at/170-mio-warten-foerderstart-fuer-pfandautomaten-recyclingsysteme/#:~:text=J%C3%A4nner%202025%20wird%20in%20%C3%96sterreich,Adaption%20von%20R%C3%BCcknahmeautomaten%20gef%C3%B6rdert.
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As Zivanovic points out, simple office equipment, a lit-
tle know-how, and some spare time would be suffi-
cient to manipulate reverse vending machines in or-
der to gain money through fraud. Moreover, accord-
ing to the investigation by the CST team, the vulnera-
bility was not specific to one store, but rather an issue
that impacts vending machines deployed throughout
the whole supermarket chain. Dimitris Simos, head of
MATRIS Research Group, emphasizes that other vul-
nerabilities in reverse vending machines may exist.
Such issues would likely impact predominantly older
models — as these are not equipped to classify con-
tainers based on their shape, material, and weight —
and may struggle to accurately identify bottles. CST
team lead Manuel Leithner underlines that the up-
coming Austrian bill should be seen as an opportunity
for supermarket chains to replace vulnerable reverse
vending machines, thus avoiding fraud. Alternatively,
he suggests that proprietary security mechanisms
may offer sufficient protection against such attacks.

Impact and effects

After implementing a proof of concept, our research-
ers were able to redeem fraudulent reverse vending
receipts in a Viennese supermarket. As these types of
vulnerabilities are not limited to a single supermarket
chain and can regularly occur in old reverse vending
machines, this topic concerns not just stores, but also
the vendors of such devices. Consequently, the
MATRIS group notified the supermarket chains and
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vendors of the affected machines to remediate cur-
rent vulnerabilities and help avoid similar issues in the
future.

MATRIS Research Group Members

From right to left: Dominik Schreiber, Michael Wagner, Jovan Zi-
vanovic, Ludwig Kampel, Manuel Leithner, Bernhard Garn, Dimi-
tris Simos, llias Kotsireas (External) © SBA

Subsequently, SBA Research published a press release
in German and English to raise public awareness; the

press release was picked up by some of the most pop-
ular Austrian newspapers, radio channels, and tech-
nology magazines, including Heute, Kronehit, Future
Zone, and Borse-Express. By raising public awareness,

we hope to motivate affected stakeholders to
strengthen their defenses against vending machine
fraud.
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