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The Grey Area

Known to be good Unknown Known to be bad

Legitimate apps Using operating systems and 
tools for malicious purposes

Malware, ransomware, 
spyware…



Reconnaissance

Foothold

Persistence

Privilege Escalation

Lateral Movement

Actions on Objectives

How attacks unfold

Command and Control
(C2) Channel

Further internal 
reconnaissance requiredD
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Threat actor

Ransomware | data theft | blackmail | business disruption | espionage



Prevent

DetectRespond

Predict

PPDR Model



Managed SOC,
Incident Response,
Managed Detection & Response



Managing the gap

INCIDENT Increasing Size and Complexity, Decreasing Frequency

Traditional 
Model: less 

responsibility 
on whoever 

does initial 
triage & more 

on IR.

MDR Model:
Continuous 

Response 
across DRT and 

IR.
DRT First Response IR

SOC/SIEM IRGap?

EDR IRGap?



Threat 
Hunting

Monitoring Investigation Response

• Gap Identification
• Use Cases
• Data Sources

• Data analysis
• Enrichment
• Alerting

• Artefact retrieval
• Sample Analysis
• Reverse Engineering
• Event Correlation

• Disrupt
• Contain
• Isolate
• Remediate

24x7 Detection and Response service

A single team across all areas   |    Experienced Threat Hunters    |     Battle-Hardened 



Context matters
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Reported findings

Impact assessment 

Event contextualisationFiltering, aggregation & de-duplication

Data enrichment and analytics

User behaviour

Process anomalies

C&C traffic
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Effective Response

Hunt Engine Detection Rules

Assisted Hunt Real Time Alert

First 
Response

Telemetry 
Analysis 

Artefact 
Analysis

Malware 
Analysis

✓ Cut the C2 
✓ Disable Lateral 

Movement
✓ Remove persistence
✓ Scrub Malware

Data Sources

❑Validate maliciousness
❑ Identify patient zero
❑Determine fingerprints
❑Sweep for fingerprints
❑Determine extent of breach

Investigation

Query logs for 
context

Plan a coordinated 
response

Take action

Disrupt

Specialist 
Response

• Major Incident 
Management

• On-site support
• Physical 

Forensics

RemediateContainRemote retrieval of 
files / artefacts

• Visibility
• Investigation Experience
• Coordinated Response



Each option offers a different degree of 
segregation

SOC 
engineering

team
Monitored

client 
devicesMSSP

datacenter

R&D, MDR 
platform 

support team

Client

Types of Europe-only MDR service

1) Storage separation

2) Operational separation

3) Complete separation
SOC

Incident 
responders

Threat 
researchers



War Story



Parent Company

Customer Estate

Domain trust with 
parent company

Lateral 
movement

1

3

4

5

6

Emotet payload delivered via email1

Cobalt Strike used for lateral movement2

Threat actor obtained domain admin 
credentials from the parent estate3

Domain trust allowed the threat actor to 
gain access to our customers estate4

Rapid access on to key domain assets5

2

Command and Control to multiple 
domains6

War Story

Ransomware 
Operators



Domain trust with 
parent company

1

2

4

3

Movement onto the client estate fired an 
alert (Wednesday 20:27)1

The DRT triaged and confirmed the 
threat and then informed client via 
phone

The DRT advised client to block 
connectivity from the parent network2

The DRT passed the C2 domains to the 
customer to block on the firewall3

The compromised endpoints were 
isolated and/or the beacons remotely 
terminated 

4

The attacker is completely removed 
from the client estate (Wednesday 
21:47)

Detection and Response Timeline

Incident investigated and 
contained in less than 90 mins 

Ransomware 
Operators



Fragen?
Jürgen Reinhart - juergen.reinhart@withsecure.com

Danke für ihre 
Aufmerksamkeit

mailto:juergen.reinhart@withsecure.com


• WithSecure Countercept (Managed SOC Service)
https://www.withsecure.com/de/solutions/managed-
services/countercept

• WithSecure Labs
https://labs.withsecure.com/home

• WithSecure Incident Response
https://www.withsecure.com/de/about-us/company-
contacts/24-7-incident-hotline

• WithSecure Webinare
https://www.withsecure.com/de/whats-
new/events/webinarreihe

Weiterführende 
Information

https://www.withsecure.com/de/solutions/managed-services/countercept
https://www.withsecure.com/de/solutions/managed-services/countercept
https://labs.withsecure.com/home
https://www.withsecure.com/de/about-us/company-contacts/24-7-incident-hotline
https://www.withsecure.com/de/about-us/company-contacts/24-7-incident-hotline
https://www.withsecure.com/de/whats-new/events/webinarreihe
https://www.withsecure.com/de/whats-new/events/webinarreihe
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