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sec4dev Dialogues 2024
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whoami

• Mathias Tausig – mtausig@sba-research.org 

• Technical IT Security Consultant at SBA 

Research

o Penetration testing, SDLC, Threat 

Modeling, Cloud (Native) Security, …

• Formerly SysAdmin, Developer, Security 

Officer, University teacher

mailto:mtausig@sba-research.org
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When you are a hands-on guy and start 
consulting
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When you start digging deeper …



5Photo by Quino Al on Unsplash

https://unsplash.com/photos/P05VBPvNr3s?utm_source=unsplash&utm_medium=referral&utm_content=creditCopyText
https://unsplash.com/search/photos/accident?utm_source=unsplash&utm_medium=referral&utm_content=creditCopyText
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Shift Left

https://scotthelme.co.uk/google-announce-new-minimum-viable-secure-product/ 

https://scotthelme.co.uk/google-announce-new-minimum-viable-secure-product/
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Secure Development is not just Secure Coding
Example 1: Vulnerability in library

1. Undefined responsibilities between Dev & Ops

2. Missing automation

3. Software dependencies are not checked during 

build or deployment

4. A known vulnerability in a 3rd party library goes 

unnoticed

5. Internet-facing application gets exploited
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What’s next

How secure is your software 

development process currently?

• Yes/No/Maybe/Very/Can’t tell

• How can you tell?
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OWASP SAMM

The model and the assessment
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OWASP SAMM
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OWASP SAMM

• What is it?

o Concise set of interview questions across all 

relevant domains

o Granular score in all areas

o Proposals & activities how you can improve

You talk to a team, SAMM tells you what to talk 

about.
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OWASP SAMM
Business functions
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OWASP SAMM
Security practices
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OWASP SAMM
Stream / activity
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OWASP SAMM
Maturity level

https://owaspsamm.org/model/ 

https://owaspsamm.org/model/
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OWASP SAMM
Activities

https://owaspsamm.org/model/implementation/secure-build/stream-a/

https://owaspsamm.org/model/implementation/secure-build/stream-a/
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OWASP SAMM
Overview
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Secure Development is not just Secure Coding
Example 1, revisited

1. Undefined responsibilities between Dev & Ops

2. Missing automation

3. Software dependencies are not checked during 

build or deployment

4. A known vulnerability in a third-party library 

goes unnoticed

5. Internet-facing application gets exploited
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Output & Results
Scoring

• What you get

o A scored result for each function

o Every activity has the same weight

o Every level has the same weight

o Helps detect blind spots

• What you don’t get

o Overall score
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Output & Results
Road map

• Main output of assessment

o Status quo

o Motivation and goals for short-term and 

long-term development

• Where should I start?

o Ways to improve optimally and easiest

o Activities that are almost established 

already

o Most relevant activities in the given 

environment

Photo by Jerry Kavan on Unsplash

https://unsplash.com/@jerrykavan?utm_content=creditCopyText&utm_medium=referral&utm_source=unsplash
https://unsplash.com/photos/aerial-view-of-asphalt-road-surrounded-by-trees-vv-oEGlN-4E?utm_content=creditCopyText&utm_medium=referral&utm_source=unsplash
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Interviews

How assessments are done
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Assessment Types

• External interviewers

o Security experts are interviewers

o Report with suggestions for moving 

forward

• Self assessment

o Interview done by the team itself

o Can be done more often

o Use external help to learn the 

process
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Interview

• 1-5 team members with different roles 

get interviewed

• 2 interviewers

• Preparation

o Interviewers should know about team, 

organization & software

o Teams should have relevant 

documents and software at hand

• Initially takes ~1 day to interview a 

team
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Common mistakes #1

Does it make sense to compare teams by 

their SAMM score?

• No

• The only thing that matters, is the 

development of the score within a team

• Validate the progress

o No fixed numbers or percentages; road 

map needs to be tailored to the team

Photo by Sarah Kilian on Unsplash 

https://unsplash.com/@rojekilian?utm_content=creditCopyText&utm_medium=referral&utm_source=unsplash
https://unsplash.com/photos/brown-ice-cream-cone-52jRtc2S_VE?utm_content=creditCopyText&utm_medium=referral&utm_source=unsplash
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Common mistakes #2

Should some absolute requirements 

be given to teams?

• No

• The process should spark intrinsic 

motivation for improvement instead

Photo by Sarah Kilian on Unsplash 

https://unsplash.com/@rojekilian?utm_content=creditCopyText&utm_medium=referral&utm_source=unsplash
https://unsplash.com/photos/brown-ice-cream-cone-52jRtc2S_VE?utm_content=creditCopyText&utm_medium=referral&utm_source=unsplash
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TL;DR

• Invest in security early

• Pick a project/team

• Conduct interview

o Use website if you get lost

• Publish notes & scores

• Specify roadmap with easy wins & 

blind spots

Danielle MacInnes, https://unsplash.com/photos/IuLgi9PWETU

https://owaspsamm.org/model/
https://unsplash.com/photos/IuLgi9PWETU
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