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Adversarial Machine Learning: attacking ML/LLMs, e.g.,

data poisoning attacks

Offensive Machine Learning: using ML/LLM to attack things, e.g.,

using LLMs to hack systems

Andreas Happe, TU Wien

Preliminary: Offensive vs. Adversarial Machine Learning
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https://nvlpubs.nist.gov/nistpubs/ai/NIST.AI.100-2e2023.pdf
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We will not talk about using LLMs for:

Social Engineering, e.g., Phishing or Election Manipulation

Open-Source Intelligence (OSINT), e.g., ICE & Palantir

Source Code Analysis/Audits and Generating Exploit Code

We will talk about using LLMs to automatically hack systems.

Andreas Happe, TU Wien

Preliminary: Offensive Security == Pen-Testing (For Me)
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https://arxiv.org/abs/2412.00586v1
https://capturethenarrative.com/
https://www.heise.de/hintergrund/USA-Die-Architektur-der-Abschiebung-und-Palantirs-Rolle-im-neuen-ICE-System-11152960.html
https://www.heise.de/hintergrund/KI-und-Security-Zero-Day-Exploits-durch-KI-sind-bereits-Realitaet-11151838.html
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Fig. 4.1: ISC2 Workforce Report 2025

too few cybersecurity professionals
-> not enough testing gets done

professionals are overworked
-> bad for both quality and life

Andreas Happe, TU Wien

Preliminary: Why Are We Doing This?
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https://www.isc2.org/insights/2025/12/2025-ISC2-Cybersecurity-Workforce-Study
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Short History of Using LLMs for Offensive Security

Status Quo

Thoughts and Problems

Andreas Happe, TU Wien

Rough Agenda
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Short History of Using LLMs for
Offensive Security



Fig. 7.1: Getting Pwn'd by AI, Happe and Cito, FSE'23

Autonomous Prototype

Fig. 7.2: PentestGPT, Deng et al., Usenix Security'24

Interactive Prototype

Andreas Happe, TU Wien

Phase 1: The Early Days (2023)
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Fig. 8.1: Overall system diagram of hackingBuddyGPT.

Andreas Happe, TU Wien

Phase 1: hackingBuddyGPT/wintermute
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https://github.com/ipa-lab/hackingBuddyGPT
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Fig. 9.1: Sample Linux Priv-Esc attack.

Andreas Happe, TU Wien

Phase 1: hackingBuddyGPT/wintermute
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1. We tell the LLM that we want to become root and ask for a command

Andreas Happe, TU Wien

Phase 1: hackingBuddyGPT/wintermute
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1. We tell the LLM that we want to become root and ask for a command

2. The LLM returns a command

3. We automatically execute that command on the virtual machine..

Andreas Happe, TU Wien

Phase 1: hackingBuddyGPT/wintermute
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1. We tell the LLM that we want to become root and ask for a command

2. The LLM returns a command

3. We automatically execute that command on the virtual machine..

4. Are we root? If not, we give the LLM the history and ask for the next command..

Andreas Happe, TU Wien

Phase 1: hackingBuddyGPT/wintermute
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3. We automatically execute that command on the virtual machine..

4. Are we root? If not, we give the LLM the history and ask for the next command:

Andreas Happe, TU Wien

Phase 1: hackingBuddyGPT/wintermute
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Attacker Description Success Rate Costs in $

Human Baseline Professional Hacker 75% ~ 53-159$

LLM LLama3-8b 0% 0.01$

LLM LLama3-70b 25% 0.84$

LLM GPT-3.5-Turbo 25% 1.64$

LLM GPT-4-Turbo 66% 13.06$

Fig. 14.1: Different Success Rates.

Benchmark 12 different VMs with PrivESc vulns.

Human Cost is salary vs. pentest-rate

Andreas Happe, TU Wien

Phase 1: Results
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https://arxiv.org/pdf/2310.11409
file:///home/andy/blub/presentation.md


LLMs typically not powerful enough for complex tasks

How to integrate the LLM with the "hacking" prototype?

issuing commands and parsing messages?

scaffolding/harness very important

LLM Context size was very limited (4-8k tokens)

Andreas Happe, TU Wien

Phase 1: Common Problems
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Fig. 16.1: LLM as Hackers,

Happe et al., EMSE'25

State/History Mgmt.

Fig. 16.2: AutoAttacker,

Xu et al.

Planner

Fig. 16.3: PenHeal,

Huang et al.

Planner, Summarizer, RAG

Andreas Happe, TU Wien

Phase 2: Improved Tool-Use and Planning (2024)
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Function/Tool Calling: telling the LLM what actions are possible,
e.g., "search the web for xyz" or "execute command xyz over SSH"

Structured Output: telling the LLM what results are expected,
e.g., "respond with a shell command"

RAG and In-Context Learning (ICL) for adding Hacking Background Information,
e.g., include hacktricks as background information

Adding more LLM-Prompts (Agents),
e.g., for high-level planning vs. low-level command execution

Andreas Happe, TU Wien

Phase 2: Improved Tool-Use and Planning (2024)
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Andreas Happe, TU Wien

Phase 2: Typical Flow

andreas@offensive.one - Created with Marp & MarpX.18/49

file:///home/andy/blub/presentation.md


typically good results beginning with GPT-4-turbo

easier code base: simplified tool calling and output parsing

more breadth and depth of attacks

Andreas Happe, TU Wien

Phase 2: Improved Tool-Use and Planning (2024)
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Fig. 20.1: Can LLM Hack Enterprise Networks?

Autonomous Assumed Breach Penetration-Testing Active Directory

Networks,

Happe et al., TOSEM'25

Fig. 20.2: Incalmo: An Autonomous LLM-assisted System

for Red Teaming Multi-Host Networks,

Singer et al.

Andreas Happe, TU Wien

Phase 3: Tool-Calling + Reasoning LLMs (2025)
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Andreas Happe, TU Wien

Phase 3: Cochise Example Scenario: GOAD
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https://orange-cyberdefense.github.io/GOAD/
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Andreas Happe, TU Wien

Phase 3: Human Attacker?
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Andreas Happe, TU Wien

Phase 3: Cochise Flow Chart
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Andreas Happe, TU Wien

Phase 3: Cochise Planner
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Andreas Happe, TU Wien

Phase 3: Cochise Flow Chart
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Andreas Happe, TU Wien

Phase 3: Cochise Planner -> Executor
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Andreas Happe, TU Wien

Phase 3: Cochise Executor
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LLM Fully Almost Leads Costs in $

GPT-4o 0.33 1.83 3.50 2.59

DeepSeek-V3 0.33 2.33 3.00 0.26

Qwen3 0 0 0.66 1.98

Gemini-2.5-flash 0.83 2.16 5.50 2.7

O1-preview + GPT-4o 1.83 1.83 6.66 23.28

Fig. 28.1: Average results after 6 runs per model (each run is time-capped after 2 hours).

Andreas Happe, TU Wien

Phase 3: Results
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Status Quo (2026)



off-the-shelf models are really taking off (gemini-3-flash, opus-4.5)

Academic and Commercial Uptake: Feels Like a Gold Rush

xBow, cAI, strix etc.

Andreas Happe, TU Wien

Now: Status Quo
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improved logging for latter analysis

separation of knowledge and task-tree

moved update-plan to an agent

switched to gemini-3-flash preview

Andreas Happe, TU Wien

Cochise Testing Run around December 20th, 2025
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Andreas Happe, TU Wien

Cochise Testing Run around December 20th, 2025
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Andreas Happe, TU Wien

Cochise Testing Run around December 20th, 2025
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costs: ~1-2 Euro

might be over-fitting , but

traces look reasonable, also see cochise + gemini-3-flash-preview

Anthropic: AI models are showing a greater ability to find and exploit
vulnerabilities on realistic cyber ranges

Sam Altman codex announcement

Scaffolding/Harness gets less important (comparable to SWE-agent-minimal)

Andreas Happe, TU Wien

Results: 2 out of 3 AD domains fully compromised
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https://www.linkedin.com/posts/andreashappe_can-llms-hack-enterprise-networks-autonomous-activity-7411691648805642240-E3F9?utm_source=share&utm_medium=member_desktop&rcm=ACoAAADKwsIBiS726bTboxXbuHmIT2WP4eN0J-c
https://red.anthropic.com/2026/cyber-toolkits-update/
https://red.anthropic.com/2026/cyber-toolkits-update/
https://x.com/sama/status/2014733975755817267
file:///home/andy/blub/presentation.md


Thoughts and Problems



closed-weight foundation models are currently soaring

but they are controlled by few model-providers

they see all your prompt (IP) and data (privacy)

OTOH anyone can run open-weight models locally

given enough resources: locally, otherwise in a data-center

open-weight models are less capable (yet)

big push of Chinese open-weight models in 2025 (DeepSeek, GLM, Qwen)

existing research into improving open-weight small LLMs

Andreas Happe, TU Wien

What About Open-Weight Models?
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guardrails are easier with closed-weight models

you can filter incoming messages (in theory)

you could do KYC like financial institutes

open-weight models can always be abliterated

oligarchy of model-providers  vs. decentralized lethality ?

Andreas Happe, TU Wien

Open-Weight Models vs. Guarded Closed-Weight Models
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Easier access to previously hard skills

Just tell an LLM to write an exploit or to test something

Lower barriers of entry

Upfront costs are lower

Not counting the ecological costs, esp., when creating a model

But again: this benefits both black- and white-hats

Andreas Happe, TU Wien

Democratizing Access to Cybersecurity
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Costs of attacks << costs of defenders

Defenders can be overwhelmed  vs LLMs never sleep

we already see this with bug-bounty slop

Custom C2/ransomware droppers for free

industrialization of ransomware

Andreas Happe, TU Wien

Asymmetric Capabilities
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we wanted to use LLMs to help human pen-tester..

What if LLMs don't aid human pen-testers but replace them?

deskilling and over-dependence on LLMs is a also thing

impact on tool makers?

commercial network scanner vs. "just ask gemini"?

Andreas Happe, TU Wien

Impact on (Job) Market and Skill Atrophy
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You can reach me at andreas@offensive.one or linkedin.com/in/andreashappe.

Currently searching for participants for an AI<>User study on LLMs for Offensive
Security (together with Uni Klagenfurt)!

My Questions:
1. Open-Weight Models vs. Guarded Closed-Weight Models

2. Democratizing Access to Cybersecurity

3. Asymmetric Capabilities

4. Impact on (Job) Market and Skill Atrophy

Andreas Happe, TU Wien

Thank You! Let's Open the Floor for Discussion
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I am using notebookLM to generate infographics for my papers. Seems to work
great, except that the infographic titles are often better than the title of the original
paper..

Appendix: Infographics for Papers



Year Paper Venue Infographic Title

2023 Understanding Hackers' Work FSE'23, Industry
Track How Hackers Work

2023 Getting Pwn'd by AI FSE'23, Vision
Paper

AI: The Pen-Tester's New Sparring
Partner

2024 LLM as Hackers EMSE'25 AI vs. Human Hackers: A New Frontier in
Cybersecurity

2025 Can LLM Hack Enterprise Networks? TOSEM'25 AI pentesters: Can LLMs Hack
Enterprise Networks?

2025 Adversarial Bug Reports MSR'26 Silent Sabotage: The Hidden Risk in AI-
Powered Bug Fixes

- On the Surprising Efficacy of LLMs for
Penetration-Testing - The Double-Edged Sword: LLMs in

Penetration Testing

Andreas Happe, TU Wien

Appendix: Infographics for Papers
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