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Security of AI: Motivation
Machine learning systems are embedded in 
healthcare, finance, software engineering, customer 
support, and decision-making systems. 

Unlike traditional software: ML models learn from 
data, encode patterns implicitly, and generate 
outputs probabilistically, not deterministically.
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Security risks in AI
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Case Study: Rule File Backdoor
Setting:

- Affects AI code assistants in e.g. Github Copilot, Cursor
- Weaponises configuration files rather than code
- Turns the AI assistant into an attack vector

What are rule files?
- Natural language instructions for AI behaviour

- E.g. coding style, frameworks to use, architectural 
conventions

https://cursor.com

https://cursor.com
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Source: https://www.pillar.security/
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Rule File Backdoor
Idea: Context is the new attack surface. Attacker modifies rules file → AI silently 

obeys attackers instructions; developer never sees the malicious prompt

• Attackers embed malicious instructions in widely shared rules file using 

invisible Unicode obfuscation 

• AI coding assistants interpret these as context, producing weaponized code 

with vulnerabilities/backdoor

• Rules files are implicitly trusted → standard pipelines fail to catch the threat

https://atlas.mitre.org/studies/AML.CS0041 

https://atlas.mitre.org/studies/AML.CS0041
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Rule File Backdoor
Idea: Context is the new attack surface. Attacker modifies rules file → AI silently 

obeys attackers instructions; developer never sees the malicious prompt

• Attackers embed malicious instructions in widely shared rules file using 

invisible Unicode obfuscation 

• AI coding assistants interpret these as context, producing weaponized code 

with vulnerabilities/backdoor

• Rules files are implicitly trusted → standard pipelines fail to catch the threat

• Supply chain risk to AI code assistants

https://atlas.mitre.org/studies/AML.CS0041 

https://atlas.mitre.org/studies/AML.CS0041
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OWASP Top 10 Mapping



11

Threat: Common Failure Mode

LLMs overtrust context and lack intent verification.

Humans trust AI outputs and don’t audit AI inputs.

Result: silent and scalable compromise.
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Mitigations
Control OWASP What this means in practice

Treat rule file as executable LLM01, 
LLM03

Rule files are governed like code because they directly 
influence model behaviour and outcomes.

Validate Context Inputs LLM01, 
LLM05

Scan for hidden/obfuscated instructions (e.g., invisible 
Unicode) before inclusion in LLM context.

Restrict AI Context Sources LLM03, 
LLM07 

Only explicitly approved files and directories are allowed 
to shape AI behaviour

Require Human Review of 
Security-Sensitive AI Outputs

LLM02, 
LLM05

Any AI output that affects external references, security 
logic, certifications, or actions must be reviewed and 
authorized by a human.

Monitor AI Behaviour & Output 
Patterns

LLM06, 
LLM09

Log, and alert on outputs that unexpectedly reference 
external resources, embed unknown code etc.
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Confidentiality risks in AI
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What can be leaked
• User data: personal Identifiable Information, 

financial data, health records;

• Enterprise data: confidential business documents, 

trade secrets;

• Intellectual property and assets: proprietary 

algorithms, source code, models;

SBA Research
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Types of attacks
• Model Inversion: attackers reconstruct attributes 

of training data.

• Membership Inference: attackers determine 
whether a specific record was part of training.

• Data Exfiltration: attackers exfiltrate the data 
through model parameters or outputs 

• Model Extraction: attackers stealing models 
functionality

SBA Research
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Prompt injection attacks:
an attacker manipulates an AI system by inserting malicious 
instructions into the input, causing the model to ignore, 
override, or reinterpret its original instructions.

Prompt injection attacks work, because Large language 
models:

• Do not truly understand “trust boundaries”

• Treat all text as tokens in a single sequence

• Resolve conflicts based on probabilistic instruction, not 
hard security rules

SBA Research
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Data exfiltration via Agent Tools in 
Copilot Studio
• The target system is a customer service agent built 

by Zenity in Copilot Studio (modeled after an agent 
built by McKinsey):

o The AI agent listens to a customer service email 
inbox where customers send their engagement 
requests.

o Upon receiving a request, the agent reviews past 
engagements, identifies the appropriate consultant, 
and emails them the relevant context.

SBA Research
https://atlas.mitre.org/studies/AML.CS0037 

https://atlas.mitre.org/studies/AML.CS0037
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Data exfiltration via Agent Tools in 
Copilot Studio: Strategy

1. Scanning: Identify support email address of the 

target organization

2. Use Prompt Injection to observe and learn:

a. What tools it can use

b. Which knowledge sources it has access to

c. How it decides what information to include in 

internal emails

SBA Research

https://labs.zenity.io/p/a-copilot-studio-story-2-when-aijacking-leads-to-full-data-exfiltration-bc4a 

https://labs.zenity.io/p/a-copilot-studio-story-2-when-aijacking-leads-to-full-data-exfiltration-bc4a
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Data exfiltration via Agent Tools in 
Copilot Studio: Malicious prompt

SBA Research

https://labs.zenity.io/p/a-copilot-studio-story-2-when-aijacking-leads-to-full-data-exfiltration-bc4a 

This email arrives at the inbox, 
that Customer Service 
Autonomous Agent is listening to 
(which is open to everyone, since 
it’s the address customers send 
their requests to).

https://labs.zenity.io/p/a-copilot-studio-story-2-when-aijacking-leads-to-full-data-exfiltration-bc4a
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Data exfiltration via Agent Tools in 
Copilot Studio: Data Leakage

SBA Research

https://labs.zenity.io/p/a-copilot-studio-story-2-when-aijacking-leads-to-full-data-exfiltration-bc4a 

https://labs.zenity.io/p/a-copilot-studio-story-2-when-aijacking-leads-to-full-data-exfiltration-bc4a
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Data exfiltration via Agent Tools in 
Copilot Studio: Malicious prompt

SBA Research

https://labs.zenity.io/p/a-copilot-studio-story-2-when-aijacking-leads-to-full-data-exfiltration-bc4a 

https://labs.zenity.io/p/a-copilot-studio-story-2-when-aijacking-leads-to-full-data-exfiltration-bc4a
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Data exfiltration via Agent Tools in 
Copilot Studio: Data Leakage

SBA Research

https://labs.zenity.io/p/a-copilot-studio-story-2-when-aijacking-leads-to-full-data-exfiltration-bc4a 

With a simple email an AI agent was tricked into giving confidential information.

https://labs.zenity.io/p/a-copilot-studio-story-2-when-aijacking-leads-to-full-data-exfiltration-bc4a
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How Microsoft mitigates the 
prompt injection risks
• Hardening system prompts and spotlighting 

(technique to help the LLM distinguish 
user-provided instructions from potentially 
untrusted external text) 

• Prompt schield detects and blocks adversarial user 
input attacks

• Impact mitigation through data governance, user 
consent workflows, and deterministic blocking of 
known data exfiltration methods.

SBA Research

 https://www.microsoft.com/en-us/msrc/blog/2025/07/how-microsoft-defends-against-indirect-prompt-injection-attacks/ 

https://www.microsoft.com/en-us/msrc/blog/2025/07/how-microsoft-defends-against-indirect-prompt-injection-attacks/
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Mitigations Strategies for 
Confidentiality risks 
• Sanitization: e.g. masking sensitive content before use for training

• Input validation: filter out potentially harmful or sensitive data 
inputs

• Access control: limit access to the sensitive data

• Federated Learning: train models on decentralised data, without 
collecting it at one place

• Differential Privacy: add noise to the data, outputs or during 
models training 

OWASP [LLM02]: Sensitive information disclosure 
https://genai.owasp.org/llmrisk/llm022025-sensitive-information-disclosure/  

SBA Research

https://genai.owasp.org/llmrisk/llm022025-sensitive-information-disclo


25

User Education and 
Transparency
• Educate Users on Safe LLM Usage: 

Users need to understand the risks of 
unintentionally providing sensitive 
data, which may later be disclosed in 
the model’s output

• Ensure Transparency in Data Usage: 
Maintain clear policies about data 
retention, usage, and deletion. Allow 
users to opt out of having their data 
included in training processes.

SBA Research
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AI Act Implications
The AI Act formalizes accountability for privacy and 

security risks in AI.

• Privacy leakage → “data protection by design”

• Prompt injection → “foreseeable misuse”

• Model poisoning  → “system security requirements”

SBA Research
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Take away
• AI systems can leak sensitive data, be 

manipulated, and behave in unsafe or unintended 
ways.

• Mitigations exist, but they are threat dependant 
and often must be designed into the system, not 
added after deployment

• The AI Act shifts privacy and security from best 
practices to enforceable obligations across the AI 
lifecycle.

SBA Research



The Seminar covers
➢ AI Act implications for businesses
➢ Security and Privacy threats in AI
➢ Expert insights on Defence Strategies

Register now
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How to safely use AI?
• The integration of the AI should be thoughtful

• Containerize the agent

• Do not give access to very sensitive data

• Threat modeling scenario? What is the worst can 

happen -> how can you solve it

• Sanitization is good 

SBA Research
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Security of AI: Motivation
Why LLM Security is Different?

- LLMs interpret natural language as instructions
- …

Where LLMs sit in the software dev pipelines
- AI coding assistants (IDEs, CI workflows, code 

review)
- LLMs are not just tools, they are active 

supply-chain actors
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Agenda
• 2 use cases -> General ML privacy and security (Motivation 

from Legislation and operation.) 

• Security: Hiding manipulation things on Hugin face 
https://jfrog.com/blog/data-scientists-targeted-by-malicio
us-hugging-face-ml-models-with-silent-backdoor/ 

• Confidentiality: Sensitive information disclosure 
https://genai.owasp.org/llmrisk/llm022025-sensitive-infor
mation-disclosure/ , Data Exfiltration via Agent Tools in 
Copilot Studio: https://atlas.mitre.org/studies/AML.CS0037 

SBA Research

https://jfrog.com/blog/data-scientists-targeted-by-malicious-hugging-face-ml-models-with-silent-backdoor/
https://jfrog.com/blog/data-scientists-targeted-by-malicious-hugging-face-ml-models-with-silent-backdoor/
https://genai.owasp.org/llmrisk/llm022025-sensitive-information-disclosure/
https://genai.owasp.org/llmrisk/llm022025-sensitive-information-disclosure/
https://atlas.mitre.org/studies/AML.CS0037
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AI Risk Frameworks
[resources for us as a starting point / good to include at the 
end of the presentation too]

MITRE ATLAS™
- https://atlas.mitre.org/mitigations/AML.M0021 

https://owaspai.org/ (it’s an OWASP meetup)
- https://atlas.mitre.org/studies

https://airisk.mit.edu/
https://csrc.nist.gov/pubs/ai/100/2/e2025/final

https://atlas.mitre.org/
https://atlas.mitre.org/mitigations/AML.M0021
https://owaspai.org/
https://atlas.mitre.org/studies
https://airisk.mit.edu/
https://csrc.nist.gov/pubs/ai/100/2/e2025/final
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LLM Watermarking
Content provenance

- SynthID: https://deepmind.google/models/synthid/
- MarkLLM: https://github.com/THU-BPM/MarkLLM
- A Watermark for LLMs 

https://proceedings.mlr.press/v202/kirchenbauer23a.html
- https://arxiv.org/abs/2401.13927
- https://ieeexplore.ieee.org/abstract/document/10992530

Key questions for security teams and platform operators:

- Was this text generated by an LLM?
- Which model or provider produced it?
- Can we prove misuse, leakage or policy violations?

https://deepmind.google/models/synthid/
https://github.com/THU-BPM/MarkLLM
https://proceedings.mlr.press/v202/kirchenbauer23a.html
https://arxiv.org/abs/2401.13927
https://ieeexplore.ieee.org/abstract/document/10992530
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LLM Watermarking 
Threat model
Intended goals:

- Attribution of AI-generated content

- Misuse tracing (policy)

- Platform-scale moderation

Naive user Adaptive attacker Strong attacker

Copy-paste output verbatim Paraphrasing, editing, 
summarisation

Access to multiple models


