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Abstract—Effectively and efficiently performing business pro-
cesses is a key success factor for achieving economic en-
trepreneurial goals. Amongst others, the argument of more
stringent cost pressure lead companies to enforce outsourcing
activities. Thus, the management of services - both, from the
service requester and provider point of view - gained importance.
However, considering only economic aspects is half the truth.
One must not forget to simultaneously reflect risk aspects in
an integrated way. Observing developments in the past years
one can see that regulative bodies, the industry as well as the
research community laid a special focus on the tighter integration
of business process and risk management. In the course of this
movement, we developed a conceptual method enabling risk-
aware business process modeling and simulation. The major
contribution of this paper is to introduce formal extensions of
risk-aware business process management in order to support the
related discipline of service management, especially risk-aware
service analysis and planning.

Index Terms—Risk, Service Level Management, Business Pro-
cess Security, Simulation

I. INTRODUCTION

Maximizing revenues has always been and will always
be the outmost objective of profit-oriented companies.
Business process management (e.g.,[1], [2]) assured within
the last years its position as pre-dominant player in modeling
and simulating a company’s business processes providing
significant decision support in optimizing workflows and
resource utilizations. Thus, it is no surprise that Gartner
outlines in its CIO report 2009 [3] that the improvement of
business processes is number one priority. It is obvious that
for profit maximizing ambitions the economic effectiveness
and efficiency of business processes has to be optimized.
The reduction of execution and waiting times, more efficient
process activity structures and resource allocations are only a
few examples how to improve the executed business processes
from an economic point of view. Consequently, in the recent
past - arguably driven by the persistent argument of a more
stringent cost pressure - companies increasingly applied the
concept of outsourcing. Along the cost factor argument, the
reasons for outsourcing are manifold, reaching from reduction
of personnel to the concentration on the company’s core
business. However, the economic view is only half the truth.
One must not forget to reflect and address the manifold
threats that pose a risk to the continuous execution of a

company’s business processes. The best-possible optimized
business process is worthless if it cannot be executed for
example in the case of a complete data center outage. A
company can hardly be satisfied, if for instance the car
manufacturing process is accelerated for ten percent but
a resulting recall initiative annihilates this improvement
and furthermore requires significant additional budget for
taking reputation rehabilitation actions. Risk management
has been the major player addressing these issues. In the
past years it got significant support through the evolvement
and acceptance of further domains such as incident, disaster
recovery and business continuity management [4], [5], [6],
[7]. However, diverse associations and regulative bodies
emphasized the importance of seriously tackling risks while
improving business performance which became manifest in
exemplarily the Sarbanes Oxley Act [8] or the 8th audit
directive of the European Union [9]. Searching in relevant
libraries, one can furthermore observe that over the last
years also the scientific community increased its research
efforts in trying to integrate risk and economic business
aspects. As mentioned above, business process modeling and
simulation is the adequate technique to support the economic
analysis of a company’s business processes. Simultaneously,
there are several research results regarding the integration
of risk aspects and security requirements into business
process analyses. However, these approaches do not focus
on modeling characteristics that are required for performing
(risk-aware) business process simulations. As a consequence
business process simulations support economic analyses and
optimizations but neglect the consideration of security and
business continuity requirements.
However, the proper management of services is one
prerequisite to survive in today’s competitive global markets.
The trend to outsource parts of resources, activities or even
whole business process combined with the fact that it is
not possible to outsource the responsibility for services,
service management gains importance. That is the reason
why we started to integrate the concept of requesting and
providing services into our concept of risk-aware business
process management. The concept of risk-aware business
process management, in the course of this paper, refers to
an approach enabling the consideration of stochastic events
(risks) within business process management [10], [11], [12]



(see also related research section).
The major contribution of this paper is to introduce formal
extensions of risk-aware business process management in
order to support the related discipline of service management.
An implementation of a demonstrative sample scenario in
the professional toolkit Simulink R© facilitates the application
of our formal approach which delivers promising simulation
results.
The questions that should be answered by our enhanced
simulation are in the context of this paper the following: (1) Is
the design of business processes sufficient to meet contracted
service level agreements (SLA) such as the delivery of
product Y? (2) What are the impacts (e.g. probability of
SLA breach, expected losses and penalties) of occuring
threats that endanger resources required for successfully
executing relevant business processes? (3) When consuming
services by an outsourcing company, what impacts arise if
this company does not meet the contracted agreements (e.g.
less availability)? (4) Consequently, which penalties should
be negotiated? Firstly, with the oursourcing company and
secondly with customers. (5) Should they be fixed or staged
depending on the severity of the contract breach?
The rest of this paper is outlined as follows: Section 3
sketches relevant related research and our underlying concept
in order to enable further discussions. In Section 4 to 6,
we present the major contribution of this paper. In Section
4, we introduce the novel formal extensions to risk-aware
business process management facilitating the simulation-based
planning and analysis of services simultaneously considering
economic and risk aspects. Furthermore, the novel formal
model is applied to the stylized business case of the sample
scenarios. Section 5 shows the according implementation in
the professional toolkit Simulink R©. In Section 6, we present
and discuss our simulation results and conclude the paper in
Section 7 including an outlook on further research challenges.

II. SAMPLE SCENARIO

In order to clarify our idea, we introduce the following
stylized business case. The manufacturing company ACME
is on the one hand service provider towards a customer and
on the other hand service requester towards an outsourcing
company.
ACME has a service level agreement (SLA) with a customer
to provide 47 units of a product Y per month for a contracted
time period of 1 year. In order to produce the product two
activities are required. The first activity (Act1) is performed
by outsourced resources while the second activity (Act2) is
carried out in-house. If the SLA is met, ACME gets Euro
100k per month. If the SLA is breached, ACME has to pay a
penalty of Euro 12k per missing unit.
The outsourcing company states that they can guarantee 100%
availability. This is agreed in an underpinning contract (UC).
For clarity, the differentiation between service level agreement
and underpinning contract is derived from ITIL [13] and
serves in our context as differentiating factor between the

roles of service requesters (UC) and service providers (SLA).
However, ACME acts risk-aware and wants to analyze (1) what
impacts has a contract breach of the UC and (2) what penalties
should be agreed.
Activity 2 is carried out in-house and thus requires certain
resources. In this stylized business case, a server and produc-
tion lines are required with an availability of 100%. If one
of these resources is impacted by a threat (i.e. availability <
100%), then activity 2 is affected and in the worst case it
cannot be executed any more (leading to production stops).
Consequently, the completion function of activity 2 is delayed
(see also [11]).
In order to choose the appropriate availability requirements for
the UC of activity one in order to guarantee the fulfillment of
the SLA, ACME wants to conduct an evaluation using the
introduced extensions of risk-aware business process manage-
ment enabling risk-aware service analysis and planning. Figure
1 schematically shows this demonstrative use case.

Fig. 1. Sample Process

III. RELATED RESEARCH

In this section, we want to give a compendium about
relevant related work, firstly regarding international standards
and best-practices and secondly considering relevant scientific
research results.
Looking at the domain of service management, the predomi-
nant player is the best-practice guideline ITIL (IT Infrastruc-
ture Library) [13]. ITIL provides interested parties profound
information how to plan, implement and manage relevant
processes in order to establish an effective service management
(e.g. service delivery and continuity, incident and problem
management, etc.) as illustrated in Figure 2.

Furthermore, implementing ITIL is an accepted way to-
wards the ISO20000 [14] certification. However, besides these



Fig. 2. Service Level Management Processes [14]

dominant representatives service management is considered as
critical success factor within manifold other disciplines. From
an IT / information security point of view, CobiT (Control
objectives for IT) [15] or the ISO2700X series demand ef-
fective, managed and controlled service management. For the
business continuity management area, the stringent analysis
and planning of requested and provided services is substantial
for guaranteeing the survival of companies in the case of a
catastrophic event. Examples in this domain are the BS25999
[4], [5] and the free available implementation guidance GPG
(Good Practice Guidelines) [16]. Regulative bodies also tackle
the challenge of effective, efficient and continuous service
management, exemplarily in the SOX (Sarbanes Oxley Act)
[8] or the 8th directive of the European Union [9]. However,
when it comes to effective incident planning what is crucial
when relying on the usage or provision of services, it is
hardly possible to holistically mention all relevant approaches
as substantiated by the European Network and Information
Security Agency (ENISA) "it is very difficult to isolate all
the disciplines related to planning for and recovering from
an incident which threatens an organisation either from an
internal or external source. All the disciplines are closely
related and there are areas of cross-over..." [17].
The scientific community also delivered significant research
results - a selection is presented in the following paragraphs.
Santos et al. [18] propose an approach to enhance business
operations and SLAs through the integration of Operational
Risk Management (ORM) and Service Level Management.
Consequently key risks can be easier identified and mitigated
as well managed within a company’s management processes.
Furthermore, Key Performance Indicators (KPI) and Key Risk
Indicators (KRI) metrics can be designed enhancing the plan-
ning and implementation of SLAs.
Hanemann et al. [19] propose a modeling framework enabling
the analysis of resource failures with respect to impacts on
SLAs and the (semi-) automated invocation of appropriate
recovery actions. Furthermore, the author’s take multiple
influencing factors (e.g., penalties, service usage, costs for
recovery alternatives) into account when proposing analysis
results. This way of modeling coherences is valuable to
analyze whether the current IT infrastructure is suitable for
new services as well as to perform utilization considerations.

Previous Work

In the course of our previous work, we introduced a reference
model for risk-aware business process management [10], [11],
[12]. Moving towards the domain of service level management,
we identified that our approach - along with substantial exten-
sions - can be used to deliver significant results for decision
makers who are responsible for effective and efficient service
level management. Thus, we extended our reference model
to incorporate service management aspects as schematically
shown in Figure 3.

Fig. 3. Extended Reference Model

In a nutshell, business processes are built by Business
Process Elements (e.g. activities, decisions, etc.). Business
processes either deliver services for (i.e. SLA) or require
services (i.e. Underpinning Contract) from a Third Party.
Implementations following the elements of the Business
View enable the simulation of business processes including
service level aspects but neglecting risk related information.
The interconnection to the Risk View consequently enables
the simultaneous consideration of economic and risk aspects
when performing business process simulations. Threats
impact elements of the Business View until they are not
functional any more (e.g. resource disruption, UC breach,
etc.). In the worst case, business process activities cannot
be executed leading to respective impacts (financial losses,
additional penalties through SLA breaches, etc.). If Detection
Measures detect a threat, implemented Counter Measures
and further on Recovery Measures are invoked. Counter
Measures try to eliminate the threat and Recovery Measures
restore the functionality of the element that is affected by the
threat. For detailed information about our previous work on
risk-aware business process management, we kindly refer the
reader to [10], [11], [12]. For clarity, the major contribution
of this paper is the formal extension of our approach to
enhance service level analysis and planning and an according
implementation in the professional toolkit Simulink R© to
facilitate the realization of our demonstrative sample scenario.



IV. FORMAL MODEL

Let Act be the set of activities, Act =
{Act1, Act2, . . . , ActN}, R := {R1, R2, . . . , Rk} the set of
resources and A = {A1, A2, . . . AM} the set of attributes. For
each activity Acti two output fields are declared starting with
the field of product types defined as Pi := {pi1, pi2, . . . pi(ji)}.
The second component Ni := {ni1, ni2, . . . , ni(ji)} describes
the amount of produced Units per cycle. Furthermore services
are defined as the conjunction of producttypes,

P :=

N⋃
i=1

Pi = {p11, p12, . . . p1(j1), . . . pN1, . . . pN(jN )}. (1)

Considering SLA and UC components in our formal model,
we first state the set of services S:

S := P ∪R (2)

Due to our formal definition of services, the set S contains all
product types produced by any activity and all resources resp.
their attributes.

A single SLA consists of 3 elements: A conditional element,
containing information about the service and the required
values, a validity period. The second, i.e., the effects element,
contains all financial aspects such as penalties, costs,. . . . The
last remaining element contains the information about the third
party such as company name,. . . and is called the descriptive
element.

For the conditional element we state:
CE := {s, [(Ai, νi, opi), pi, ti], . . .

[(Aj , νj , opj), pj , tj ]},
(3)

where s ∈ S is a special service. The constraint of the
service is the triplet (A, ν, op), A a special attribute (e.g,.
amount/timespawn), ν a threshold for the attribute, and op an
operator out of {<,>,=}. pi refers to the percentage defined
in the SLA respectively UC contract and ti holds information
about the validity periods of the contract. The effects element
is defined as:

EE := {income, loss}, (4)

the descriptive element as

DE := textual description. (5)

For a single SLA we state:

SLAi :=
⋃
{(CE,EE,DE) |
(CE,DE,EE) is component of SLAi}

(6)

For a single UC the definition reads

UCi :=
⋃
{(CE,EE,DE) |
(CE,DE,EE) is component of UCi}

(7)

The conjuction of all SLAs resp. UCs represents the col-
lectivity of contracted services. These two sets are declared
as:

SLAK :=

m⋃
i=1

SLAi, (8)

where m is the number of contracted SLAs.

UCK :=

u⋃
i=1

UCi, (9)

where u is the number of contracted UCs.

Application to the Sample Scenario

In order to clearify our formal model we apply it to the
above mentioned sample process. It consists of 2 activities,
therefore we also have 2 Pi, with P1 = ∅ and therefore also
N1 = ∅. The second activity, producing 1 Unit of p21 within
each cycle yields to P2 = {p21} and N2 = {n21} = {1}.
When simulating the sample process, there is no need of
considering other activities respectively resources, what yields
to P = P1 ∪ P2 = {p21}. The set of services S now reads
{p21, R1, R2}, where R1 and R2 are the resources connected
to the second activity (see Figure 1). For the contracted SLA
we define the contract attribute A1 as ’delivered Units per
month’, the corresponding threshold ν as 47 and the operator
op as =. The whole conditional element can therefore be
written as:

CE := {p21, [(A1, 47,=), 100, 12months]} (10)

The effects field EE is defined as {100.000, 12.000 · d}, with
d being the difference between the contracted and delivered
amount of p21. The descriptive element DE holds only the
company name of the third party in our sample. With this
assumptions we can write the contracted SLA as

SLA1 = {(CE,EE,DE)} (11)

where the triplet (CE,EE,DE) is described above. The
formulation of the UC is similar.

V. IMPLEMENTATION

In Figure 4 one can see the Main layer of our Simulink R©

model. It represents a whole business process with its business
process elements. The process consists of two activity subsys-
tems (Activity 1, Activity 2), for each activity a resource man-
agement subsystem (RM1, RM2), one server resource block
for the second activity (Servers), an underpinning contract
resource (UC resource), and a decision between the activities
(Decision1). Within the resource management subsystem we
realized the assigned production lines. Additionally in the
main layer we find the sla subsystem (Sla) which is realized
as described above. We assume our activities to have one
attribute: degree of completion (DC). The DC attribute depends
on the availability attribute of the needed resources. In our
sample case we consider a finished Activity 1 as an indicator
for the second activity. The second activity has one product
p21 with production amount 1 per cycle (n21 = 1).
Figure 5 shows an Activity layer. The main block in this sys-
tem is realized as an embedded Matlab R© function (Embedded
MATLAB Function) which simulates the activity. The input
signals are: the assured resources (RG_AV, RG_IN), these are
the maximal useable resources. The next two input signals
(DC_old, IL_old) represent the DC and IL attribute of the



Fig. 4. Main layer

Fig. 5. Activity layer

Fig. 6. SLA layer



previous time step. The signal time_unit serves as a help
signal, used to determine the length of the actual time step,
which is a necessary information to determine the integration
intervals. The initialise signal from the Queue block is a
Boolean signal determining when to start the activity resp.
one of its instances. The last remaining input signal active_old
holds information whether one of the activity’s instances was
active in the previous time step.
The Embedded Matlab Function is structured as follows: In the
first step the difference between needed and assured (RG_AV,
RG_IN) resources is calculated to obtain actual completion
speed resp. integrity mismatch. The following step is the
calculation of the DC and IL attribute. In the last step it is
determined if one instance has finished the execution of the
activity resp. how many instances are active. In each time
step the input signal active_old gets updated and acts as the
output signal ACTIVE which is needed in the Queue block.
The BL_REDUCE signal denotes if an instance has finished a
task in the actual time step.
The Queue block on the left side manages the incoming calls.
It has the input signals Call, finished and active. The block
calculates the value of the queue length (queue length) for
the corresponding activity and the initialise indicator (Calls)
for the main block Embedded MATLAB function. Whenever
an incoming call appears (Call=1), the length of the queue
is increased by 1. Whenever an instance finishes a task
(finished=1) the queue is decreased by 1. The active signal
gives information about the amount of active or nonactive
instances, to decide whether a call gets forwarded to the
Embedded MATLAB Function block.
In Figure 6 one can see the SLA layer of our model. It
consist of 1 input In1, an emebedded Matlab function Sla
earning, and a loop to calculate the stock amount of p21
(Product, MinMax, In1, Memory1, Add and Constant). The
reset month block serves as an helper signal to decide, when a
month has finished. In our simulation a month consists of 100
simulation seconds. The input signal In1 is an indicator for
a finished product of activity 1 (Boolean signal). Whenever
this signal is true, the stock increases by 1, otherwise it is
constant with the value of the previous time step. The MinMax
calculates in each timestep the maximum of the required
amount of products and the actual stock of products. Whenever
the signal origin from reset month is true, the above mentioned
maximum is subtracted from the stock. The calculation of
the financial component happens in the SLA earning block.
Its input signals represent the end of a month (reset) and
the value of the stock of p21 (products). On the basis of
these two values the actual income resp. loss is obtained.
Whenever the signal reset satisfies reset 6= 1, income is set
to 0, otherwise (at each months end) it is to calculate income.
Therefore we have income = 100.000 for complied SLA and
income = 12.000 · d, where d is the difference between the
required and the delivered number of products this month.

VI. RESULTS AND DISCUSSION

Within this section, we outline the simulation results gained
by our sample implementation of our stylized business case.
The simulation scenarios chosen by ACME comprise the
following settings: (1) 100% UC availability as baseline
benchmark; (2) 95%, 90%, 85% and 80% UC availability;
(3) a threat to the production lines causing the disruption of
one internal production line for around 4 months. Due to space
restrictions, we selected the following types of results plots:
(1) selected detail plots for 80% and 100% UC availability
on a 12 month basis (Figures 7 and 8); (2) comparison plots
of all simulated scenario settings, whereas Figure 9 shows
the different UC outage scenarios and Figure 10 depicts the
consideration of both, the different UC outage scenarios and
the disruption of the internal production line. Tables A and B
show according results comparing revenue differences.
Regarding the detail plots, each chart contains 4 sub-plots
(a)-(d). For clarity, within the selected simulation results, we
outline the setting that a UC is breached and that a threat
affects the production line. However, it is easily possible -
through changing the simulation parameters - to exemplarily
only simulate the different UC availability scenarios or only
the threat on the internal production line. The first plot (a)
represents the revenue of the business process, (b) represents
the current stock of the delivery products, (c) represents the
availability status of (potentially) affected production line
which is required for the execution of the in house activity,
and (d) highlights the availability of the outsourced resources
(UC). When we take a closer look at our selected scenarios,
one can observe that in the first scenario the availability is
interrupted from time-to-time (Figure 7 (d)) leading to stock
shortages which can be seen in Figure 7 (b). An upcoming
threat affecting the availability (Figure 7(c)) of the in-house
production line leads to even more severe effects on the stock.
The first subplot of the figure shows that if the promised
amount can be delivered at the end of the month, revenue
increases, otherwise the company suffers from losses. To
highlight the capabilities of our model, we used two sample
cases which show a significant difference (i.e. 80% availability
vs. 100% availability).
Regarding the comparison plots, one can see a very interesting
aspect of our simulation capabilities. As Figure 9 shows the
scenario that only the different UC availability settings are
compared, there is little difference between the settings. Nev-
ertheless, Table I delivers valuable information for decisions
about how much UC availability ACME requires, about how
much ACME should pay for which UC level and what penalty
should be staged agreed. The decision maker can see that
activity 2 is executed fast enough to compensate the difference
between 100% and 95% UC availability. Thus, there would
not be the need to pay a higher price for the full availability.
The results for the other availability scenarios indicate that
penalties should be agreed for less than 95% UC availability
in order to compensate payments to the customer as the SLA
cannot be met any more.



Figure 10 outlines the "full" capabilities of our introduced
approach. The different UC availability settings are and the
occurrence of a threat to a resource (i.e. the production line).
Now we can see that only reflecting UC/SLA breaches may
not be sufficient for comprehensively performing risk-aware
business process analyses. When the threat occurs, the affected
production line is not available anymore which consequently
stops the execution of one instance of activity 2 until the
production line is recovered (for clarity, as shown in the
implementation Section, we use 2 parallel instances of activity
2 each using one production line and producing results). In
the according revenue results Table II, the decision maker
can see that on the basis of the current business process
design, losses are to be expected due to the production line
outage even if the UC is 100% available. Beside that valuable
information, that there are significant differences between the
UC availability setting with one exception, i.e. between 95%
and 90% UC availability. A possible conclusion of the decision
maker could be that according penalties should be agreed with
the outsourcing company to compensate the decreased revenue
(SLA breach) caused by both, the lower UC availability
and the impacts of the occurred threat. Another possibility
would be the re-engineering of the business process and the
consideration of alternative workarounds or the assignment of
a redundant back-up production line.

Fig. 7. UC contract with 80% availability

In table II one can see the same values as in Fig. 10. The
values presented are the sla earnings at each months end. In
this table one can clearly see, that the better the availability
of the UC resource, the higher the income at the end of the
year. The values in the last line can be used for a decision of
which UC to contract: UC 100% should only be contracted if
the contract price is not more expensive than the price of the
95% contract plus 136$.

VII. CONCLUSION

The management of services is an essential capability in
today’s global market. Efficient and effective outsourcing of

Fig. 8. UC contract with 100% availability

Fig. 9. Comparison of different UC contracts without the consideration of
a threat’s impact on the production line

Fig. 10. Comparison of different UC contracts



Month 100% UC 95% UC 90% UC 85% UC 80% UC
1 100000 100000 -12000 -36000 -72000
2 200000 200000 88000 64000 28000
3 300000 300000 188000 164000 128000
4 400000 400000 288000 264000 228000
5 500000 500000 388000 364000 328000
6 600000 600000 488000 464000 428000
7 700000 700000 588000 564000 528000
8 800000 800000 688000 664000 628000
9 900000 900000 788000 764000 728000
10 1000000 1000000 888000 864000 828000
11 1100000 1100000 988000 964000 928000
12 1200000 1200000 1088000 1064000 1028000

TABLE I
COMPARISON OF DIFFERENT UC CONTRACTS WITHOUT THE

CONSIDERATION OF A THREAT’S IMPACT ON THE PRODUCTION LINE

Month 100% UC 95% UC 90% UC 85% UC 80% UC
1 100000 100000 100000 -36000 -72000
2 200000 200000 200000 64000 28000
3 300000 300000 300000 164000 128000
4 400000 400000 400000 264000 228000
5 500000 500000 500000 364000 328000
6 600000 600000 600000 464000 316000
7 700000 700000 700000 564000 416000
8 800000 800000 800000 664000 284000
9 900000 788000 752000 580000 128000
10 792000 656000 620000 448000 -4000
11 892000 756000 720000 436000 96000
12 992000 856000 820000 536000 196000

TABLE II
COMPARISON OF DIFFERENT UC CONTRACTS

resources and products can be indispensible for organizations
in order to concentrate on their core business. It can pose a
valuable opportunity for an organization leading to financial
savings, extensions of capabilities or more efficient resource
allocation. On the other side of the coin one must not neglect
the risks that are associated with outsourcing.
In this paper we described how risk-aware business process
management can be extended and applied in order to support
the governance of outsourcing and service providing. The
major contribution of this work is the introduction of a formal
model enabling the modeling and simulation of risks con-
nected with service management. We used a stylized business
case to demonstrate the capabilities of this novel approach.
We presented how the planning of service availability can be
performed as well as how the impacts of underpinning con-
tracts breaches can be determined. The results are promising as
one can easily evaluate different scenarios. We are certain that
our approach has significant benefits when selecting service
providers.
Summarizing, the major benefits of applying our method are
the following:

• Cost-effective evaluation of underpinning contracts
• Possibility to analyze business processes with regard to

service provider outages
• Simulation of impacts of threats on service level agree-

ments

• Determination of service parameter that can be delivered
to a customer as service provider

• Identification of required service parameter (e.g. avail-
ability) as consumer (i.e. service requester)

However, some research challenges are still open. Therefore
our next research aims comprise the linkage between resource
utilization and services as well as support to decide restoration
orders. We also are planning to integrate our approach into
a professional business process tool in order to facilitate the
application and usability.
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